B 4% by 5 ker (a4 £ L) il

N
15. Windows i #t A3 7144 M
U S T T ST AR
— - reg - read j—1 Windows YA AR
——reg —add T —7> Windows YA AT (R
——reg - del MFE Windows YRS
— - reg - key = REGKEY Windows T4 5
- - reg - value = REGVAL Windows 1/t :&Iﬂ“lﬂ'i.
— - reg - data = REGDATA Windows ?imf%é%fﬁ&ﬁ;
—-reg - type = REGTYPE Windows T FHALE,
16. —fk TAE ARy ar4 it
UTQ&&WWUW*&E“&*MWIﬁﬁﬁo
 TRAFFICFILE {7 HTTP Wi tBl— 3R SCHE;
_ « SESSIONFILE {7 A SLHA i S HRYBTAT S
— — flush - session Fl 47T HAR g L3 5
— — fresh - queries MG TE S 3 HfEfi Yy EESER 5
—— eta BARE/M AV BT RIAN
——update S sqlmap;
—— save file {RAFHEIE] INT B & 3UHF;
——batch ARHEFIFHA, ERAFARALE,

'17. Miscellaneous (ZR) bk
——beep & F SQL H AR HEE;
—— check — payload IDS X} {# A payloads BRI 5
- cleanup SqlMap EfA& K] UDF F1ZREH DBMS;
——forms Xt B4R URL B AihiXE = ;
—- gpage = GOOGLEPAGE Mi5EHITUR (i FIAHK dork 435
—— page —rank Google dork £ R B/RMTTHEZ (PR);
—— parse — errors MW T AR A AR PR FE R SO S IRTR B, 5
—— replicate & HIFERIEHET]— sqlite3 BRE;
——tor fEFBRIAHY Tor (Vidalia/ Privoxy/ Polipo) REHHE;
- wizard HI P P TR BLIA) T R

4 Windows AR

44 MySQL 338 & v Bl 3 A i

[ E&H#iE]

HAFIIRL WS T MySQL IR%52%, 1HR MySQL IR SR FH MRS 2R, AR
ZEATER, MRBERIFHIFTHTMEZLEE, BEHRBRIHE,

[E557#7)

AL T EAE AR N EIFE Web fR%, MySQL AR, PHP R4 #1 Nmap fR%. *f B

BB 10 MySQL 45 S840 A0, BABRRMRIE MRS B30 224,
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s A0S whnssmant W
GEESD!

(1) BB root ‘ ZH,
G 2R E MySQL 1) root P REWIMN, KT RN, SABUNEERD, Fil

g, REDSA, MFR, WEMASHROARMED, 41 MySQL A4
seqladmin A5 root WY, [RA HURT LG SAHRIE, MSMOHARPE MySQL F user I BLPY
g, WSTUTEIME S -37, 5 -38 AIE 5 -39 FiR,

# Ausr/local Anysql binAnysqladmin - u root password " upassword® //f Ml mysqladmin

[root@promote & f |# mysqladmin -u root 0 .
[root@promote & i |# "l'y s Ligies password *upassword

B5-37 {fif mysqladmin & 50H f %

#mysql >use mysql;
#mysql >update user set password =password ('123456') where user ='root';

uery OK, 3 rows affected (8.61 sec)

sql> update user set password=password('123456') where user=‘root';
ows matched: 3 Changed: 3 Warnings: ©

ysql> I

B5-38 T user RPNFERBBAFED
#mysql > flush privileges; /&R FHNERERK, FUAWEREAFZTHES

mysql> flush privileges;
Query 0K, 8 rows affected (0.68 sec)

B5-39 3RiERIHNFEIER

(2) BRBASREMAREEF S, —BIFST, MySQL RigfEgsEd i, JAHBR
T A HIH php FIAAT MySQL TEITRERR, MySQL WIAATLIE , & i ha s P Al test FEREAT
SPETR, X AXEUEREN T AHREN, HUELTME, 85 RRE A oot BT,
FR R 5 —40. [ 5 —41 RIS —42 Fim, MR, DUEARSETS I LURERS 5 0 P A

PEPE

#mysql > show databases;

#mysql >drop database test; //H B BB test
ysql> show databases;
.................... +
| Database |
.................... +
| information_schema |
| mysql |
| test |
-------------------- +

rows in set (6.60 sec)
ysql> drop database test;
uery OK, 8 rows affected (08.08 sec)
ysql> |l
5 -40 MRS
#use mysql;

#delete from db; /B HBYEEHRER, EHERAHREEE L
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RS Ry 15 KN, (2 00) ———

< 20 =
#myeql > delete from user where not. (user ='root')y /XM BATH A root tH F

sql» use mysql)

atabase changed

sql> delete from db)

uery 0K, 2 rows affected (0.00 sec)

ysql> delete from user where not (user='root');
uery 0K, 2 rows affected (0,69 sec)

f5-41  MIFRAE root HI/A R

#mysql s delete from user where user ='root' and pagsword = ";
/AR B @ root, /&M AR Query OK, 2 rows affected (0.00 sec)
#mysql > flush privilegesy /%15l ¥ A 7 8 %

ysql> delete Trom user where user="root™ and password="";
Query OK, 6 rows affected (0.00 sec)

mysql> flush privileges;
Query OK, 8 rows affected (8,00 sec)

B5-42 MMBRZ BETEH) root FIF
(3) BAERRIA MySQL HHER M B, W RANRINEER root WK admin, LABTHES
%, PTG S -43 BT, 2 Select hosh, user W nser;

K5-43 BREERKFZFK
(4) FHABREN, E MySQL FRE2%, HFTA K
VIR A i, EAEX mysqld 9SS STHATINE (frd
mEs -44 fim), BREEBXHSH, mME S5 -45

iR, B 5-44 ERITIFECE M

(5) P& Linux #4ER GBI KB, SIF MySQL AR

FREEBHA, ORI P REEWMOT, KBTI R IEFTFR BRI, A5 -46
. X EFHZEHE MySQL A3 H 5 & 3306,

(6) #ABIRENERAM MySQL BARFE, WK S -47 Fim, BFEFE AL RAR,
BT LIS 1P sk iR AR, GRINE 5 - 48 Bk,

(7) MEIEPEPFAER IR ZEATINE, B R RAEMAT PC - 1 i8], Fi grants
A HATE R, BAEMS A S -49 B,
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mysol d Uschrgsat o VM u

ZHE) L 0] BRNV) BEG) AWM WD

oo Nero 7
‘f J“J
u(/nl b
e L

# Apralile £ TNPUT
# 15,‘ - L 1
e THRUT (poli ACCEPRT)

l1ain FURWARD (policy ACCEPT)
targst prot opt source destination

hiain CUTPUT (policy ACCEPT)
rarast prot « W ree destination

oy
Enter pa 1 d
QL monitaor mmands end with
nhection id i )
arsion. 5.5.33 0-wheezyl (Debian)

2000, 2013, Oracle and/cl 1ts sffiliate A1l ridnts resse

caiatered trademark of Gracle rporation and/or 1t

or names may be trademart f thelr (espective

I for helj Type t lear the current input taten

5 -47 HEREEERE

my=ql use my=ql;

RFeading table information fol completian

(ol can turn off this feature to aet & quickel
G

f table and column Dans
tartup with &

[atabase changed
iy Sl clect host |, Use

us=1

5-48 3k AZRYE MySQL $udia

PC_\ T -

= O0ougg gd
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@ RSP XN (H2M)

% o ,
(2] )Oﬂ'{ A /' X4 ¥ ¥ '('77 ’/‘)\4 (6\ // 7| D\O\ I /\
|

jdentified by " pasawor

195 -49 S8 AR
(8) Kt F IR A HLp S A TR S 20 0, WA AE, SURMIRIZHT P o R Bt

318 PR B 4 02 43 R RN #2 s 5 - 50 FiR

nysql> use mysql
Reading table information far completion of table and column name
get a quichkar startup with - A

fou can tum off this faature to

sbase changed
cslect Host, user from user whers usel

1N set (0.00 sec)

> delete from usef where user='';

y OK, 1 row affected (0.00 sec)

Es5-50 #RELMAF

(9) ZE1k MySQL Xt A< 31 SC4F #E4T#7BL, XF mysqld
RSB TINE , HAeITFFRE XM, mE S -51 fF

™, BEIN S, mE S -52 Bk,
(10) B — 8 F 2 3 Y oA/ O KUHR i, Xt ES =51 HTJF MySQUARCE

mysqld A3 STHATINGE, #AEWE S -53 Fi7m,

K5-52 BETRESH
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my.cnf + (fetc/mysql) - VIM

fisi(s) MM MK

AL LTy S

B5-53 M~ P s R AR R

(11) MySQL HHER,
ﬁ@%ﬁ%ﬁiéﬂé‘ﬂm—%@%{ﬂi, REH M ABBRFDEEES, Bhm
%@?E@ﬁﬁmﬁﬁﬁﬁ@, BAANBEAUKBFANHEBIFEREN. MR, NEH
D5() SHAT () 3 8 18] PR 7 BB BAREN AR EERE, AEIINEFTURREE
fl, RikFIZED 8 LT B S RR S, BTN, EH MySQL fp
%K password () K sql B BB TN Tk, i, PR3 R7E users RPIMAG
el ey

i)l
“#mysql > insert into users values (1,password(1234),'test');

(12) BEfshaL A FIETT MySQL

YEREAEN root FIFETT MySQL MRS 2%, XAEMAERfake, BAEMEAA FILE WR
Y P ER GRS R root RIEESCHE (BIAN, ~root/. bashre) , mysqld B4R root 5B1T, Briefs
3 - user = root JEFRBABIEE . B EIEREAUH FI21T mysqld, NEEE BRI M7 9
Linux H MySQL i 2, % 1 R FEEAEAT MySQL. BB AR Al Linux P /5 38
aysqld, RN user FIIEE ete/my. onf FHUHF BRI 24HE B R my. onf HHC
i [mysqld] ARFF %, B=RTN I

#vi fetc Auy.cnf

[mysqld]

user =mysql

UaAGRERAKENAAREY, BERFIHEIDZEDL mysqld _safe
mysql. server J3 31, ERAERA IR A mysql B9 500, VT DATERR ShAUREERY, ML user 23K,
Rikfrdh

# Aisr /local fysql /binysgld_safe -user =mysql &

MR RAEH A Linux FF (A~ H root B17 mysqld) , MATEEEYH user FH Y root i
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48 By 2y AN, (% 2 )
o

P18, P9 MySQL K /M g1 1 44 45 Linux e N 4 e, Wik mysqld BATES, Rt
R A2 L sl LAY Linux J P K384

C13)CHE th 37 1 0 Al i A2

AT Reemr=arr F AT AR, IRIARY 3306 Y (LATIFY, BEiE, TIF mysqld fm
HOUSIT | SRV i T e W 0 A e A S P (IR DAY D0 o VP AT T 2 Y e
). W T LZbE, TR skip - networking, ARWEWF sql AOAERT TCP/IP (3£, Yz
BV AORUR], BABIERC e % 2

(LN TS A A PO | AT DA sk %% PhpMyadmin 9298, fBLANTH 94 5 B i
PSR, BB IR N WS VTSR 11, RIS Bl A . AR TR AR R by
MySQL AWt i 0 A ¥cditatiat . A Wr .

vi Jetc uy.cf ¥ #skip - networking i ff 4,

# Aisr /local fysql /binAysgladmin -u root -p shutdown /8 LW

# Aist /lgeatduysql bin ysqld_safe -user =mysql & //f& & Ml mysql A P B % mysql

(14)\J1 2 B AR R L

BRINE) MySQL RZHAE “/ust/local/mysql” B3R TFHY, TIX R BIEESHFE “/ust/
local/mysql/var” HFET, B, SFUMEZ B FARELLR S BALR P ViR 5 L8 AT
GENGE, FTUEREIXZE RN, UHE mysqld B178, RERXEEEHZRA
EHE MR Linux AP RET, AT,

# chown - R root Aisr/local Mysql/ /fysql £ B %% root

# choyn=R mysql.mysql Aisr/local Awysql Aar //Fk#¥EE B FK W F7 B mysal A P

PR ZWEBERE, SFBEMENTREMEREAR P RRE, AUENH
FEATRR®] . AT LAE o R AN I P Ao M B R OR LB, BB R E my. onf SUAFHY
mysgld Hf#) max_user_connections A EFRTEM ., GRANT 15441 ] LA 3¢ 357 F YR 4 il 158 10 3 PR il
g5 BoR— MR AR T, qroe

#vi /etcmy.cnf

[mysqld]

max_user_connections 2

WARIEMIR A shell BeAEr #6443 AT SEAE . bash_history SCEHR, 55 S 3 R
TSI, W2 S SO0 R T FVBCUR I 540 445 B ER ;T BRI B AR E
SKAE . mysql_history SCHHT, ANARAS AT update 17 L S A5 MOKOHE B T P 5 1 , WaHKwE
WL, PR Z M ERX P3O, R, 7EREAT B 5 o045 100 BOE f 2 b5 s i AR 26
ytend, BOAOH - p SEOMARMA BTG, BRXWASG, @08 F g s,
i/ (|l

# ym. bash_history.mysql_history //M % ¥ 32 %

# 1n - s /Aev/mull.bash_history /A% shell itk X 44§ &

#1n -8 /Aev/mull.mysql_history /A% mysql &%k X445 &
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BNS IR AN @A @
% €

¢ MySQL B, MJ‘%XMWE)‘C#!'-(KJHG!&IJJW, (I “load data local infile” €87, 1F
AT, EIURIRIATIFM). A 2RI MySQL IR HHEIIIE I, 1475
;;,»,gmui}i?i‘:a’}él[lfﬁ!ﬂﬁi,[&"f'o IV UL IRA I S, 5 45 IE S M, BLA% IR 2E
(SOL U “load data local infile” 1%, 4% i)~ o ibi )y e BAT Wi 2 1,
;t SRS LI SQL Injection BCitiFI M0 T, W%k it il “load data local
o A AR “/ere/passwd” YRR, RGN SELECT BIRE, AR
;zsﬂﬁ?ﬁﬂéﬁ%ﬁlﬁfﬂ@ ATLATE my. onf SPIMN local - infile =0, BHMEH “local - infile =
. AT

£ s /local /mnysql /bin/ysqld_safe - user =mysql - local - infile =0 &

smysql >1oad data local infile 'sqlfile.txt' into table users fields terminated by Y
#ERROR 1148 (42000): The used command is not allowed with thie MySQL version

—local — infile =0 £ 3 3 mysqld M55 253m2E A “load data local” %, R

R B — R,
(18) MySQL R 5525 BUPR 42
My Rz RELE D -4 EENMART, FERTZAFER

&P I 4 SELECT, INSERT, UPDATE # DELETE %40/R, & MM MIERERT MySQL 17
FHITHEE (N load data infile) FHATRAUEHEEERGES

B G AT LLE LX) user, db. host FRH#TEE, S E AP AR, T user =z
BEBRA IR, RIE user RONREFREAS (WRFHIHEFTE) ZAETH.
MEABFRS, BOZIETE user RPMMBER “N”, I EAVEREREFERZR SR,
PR EBIRE . 25, FILE WRATLAE A “load data infile” F1 “select---into
outfile” ARG RS 5 LM, EHET FILE RRK M P HERRS MySQL B
SREEEB S (BB, P AT AR SR e B R T 830, B0 R 55 48 v LA ] 3X
SE3C14) . FILE AR A5 76 MySQL fR 4 28 A SHURK B R T QU X, BAREE
5 B8 XAHTE user K File_priv B& Y 8 N, Frlk, LATEBEIURS & XM, MxA
GALR . 2T,

#mysql >1oad data infile 'sqlfile.txt' into table loadfile.users fields terminated by ');

Query OK,4 rows affected (0.00 sec) /AR A1 & sqlfile. txt'

Records: 4 Deleted: 0 Skipped: 0 Warnings: 0

#mysqgl >update user set File_priv ='N'where user ='root'; //% i BAUR

Query OK, 1 row affected (0.00 sec)

Rows matched: 1 Changed: 1 Warnings: 0

mysql > flush privileges; /¥ #M %k

Query OK, 0 rows affected (0.00 sec)

#mysql >load data infile 'sqlfile.txt' into table users fields terminated by ', ;

/ERFERX M

#ERROR 1045 (28000): Access denied for user 'root'@ 'localhost' (using password;
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PSSR 4 kN (9 20R)

YES) //% W
#mysql >select * from loadfile.users into outfile 'test.txt' fields terminated by ',
ERROR 1045 (28000); Access denied for uger ‘root'@ 'localhost' (using password; YES)
NN, M{Ht{iﬂ’SHOW GRANIQu’i MKt E i T A, RIGHR
REVOKE #734) fl}l b 75 1155 %
[Hx5min)
1. MySQL JR % #) & ) fv itk
REGAWT,
Jazh. NET STOP MYSQL,
f#1k: NET START MYSQL,
2. A3 MySQL
Wi mysql -u P4, -p AIPEN,
A4 “mysql —u root —p”, 1% Enter BESIRMATL, WA “12345", Rtk
Enter S IR #EA MySQL #1, mysql BIIR/RAF2Z: mysql >,
8 R E?&@J%%B‘Jm%ﬁi MEZEMASE “ -h PL2F IP”

ST P B IR RN . grant AUPR on BIBEE . * to P & @ B R EM identified by
neEEme  GlEn, BA—ANFI P userl, BFDR passwordl, iEEFIUIEAYL EFEF, HXE
ﬁﬁﬁﬁﬁﬁmﬁA Bk, MEREKBR, &% oot FIF#EA MySQL, RFRAL
Fad %

grant select ,insert,update,delete on *. * to userl@ localhost Identified by "passwordl"
IRA B B TEAETHLES L& MySQL, MHF localhost A% o ANFRAAE userl
HED, WATUBT— Ml BN ERE, adT.
grant select,insert,update,delete on mydb. * to userl@ @ identified by ""
4. MySQL 4 7 root %4884 7 ik -
(1) F SET PASSWORD & i#tfTiEsk, frais=NnT .
mysqgl -u root
mysql >SET PASSWORD FOR 'root'@ 'localhost' = PASSWORD ('newpass');
(2) H mysqladmin #4TBE, HAHRINT
mysgladmin -u root password " newpass"
IR root BLRENHE, MRAWTFHE.

mysqladmin - u root password oldpass " newpass"
(3) i UPDATE H#4i%} user %, fr&M=NITF .
mysqgl -u root
mysqgl >use mysql;
mysql >UPDATE user SET Password = PASSWORD ('newpass') WHERE user ='root';
mysql >FLUSH PRIVILEGES;
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HNS MAA S EIA @
i €
(4) TEE rool ST, AT,

mysqld_safe --skip -grant - tables&

mysql -u root mysql

mysql >UPDATE user SET password = PASSWORD (" new password") WHERE user ='root’s
mysal > FLUSH PRIVILEGES;

5. AR
Hk, BRI MySQLF, RETE MySQL IR Fiafi Folms, BArasUns

(1) BREAEEES R AR R . show databases;

S EFIANBARFE: MySQL Ml test, MySQL FEAZ A MySQL fiY A 4 Anfil 1 AL £,
(R AT R SRR LB R XX AT HME

(2) BRERREIEER, 4En.

use mysql;

show tables;
)
describe X4
(4) BESME, wERR:
create database E4%;
drop database 4 ;
(5) g%, wewh.
use E4;
create table %4 (FBJFI%);
@table *4;
(6) HRPIEFE, MIHEN:
delete from %4 ;
(7) BRERPHIERE, WEHEARN:
select * from k4 ;
6. FiAfFALE
(1) FHEE, FER.
mysqldump - —_:6bf?é_s‘t_—>m7t:e:st_‘_>
FEEH: W test HRAEFHIE] mysql. test S, S B—NICAICH, 11 mysqldump - u root -
p123456 —— databases dbname >mysql. dbname WREEARERE dbname FHFISCH: mysql. dbname 1,
(2) SAREE, AN,
mysqlimport -u root -pl23456 <mysql.dbname
(3) HIXABIEFABIEE,
SCAEE 7 B EUE Z B Tab SEFRFF, Al iEh .
use test;

load data local infile " X% 4" intotable %4 ;

AN
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i;?ummmwa@ﬂ(n2M)
<P D

7. mysqld 4 &40 A3 #id M

(1) ~local <infile [ = {01 1]]: W = local ~ infile = 0 fi 3h k57 9% DIII%F?%W
M Nocal in oad data ifi%),

(2) = old = passwords: SRV B0 WFREMOAE RS (pre - 4.1) BERIOAT, M 25
RIS RS PSRIPRE, Jy T BN, KA ST,

(3) (OBSOLETE) - safe - show - database: A0 LA RS A 9 MySQL Wit I show
databases i1 5§ 77 12 JUAT S SO MO B 48 . E MySQL 5. 1 ¥, TR PHE Dy 5
TEBYIRIATT UM, A7 — A SHOW DATABASES AIL AT 14 FH ofe 4 i 454k 7 ok SO 88 P 46

Vi)
(?;% A safe - user - create; WAYEH, JHA AR B GRANT i A1 @I H P, Brief
P A fsql. user 2609 INSERT AUR . WSRALL P LA BB R R R A, LS F
FEFTmEABR: mysql > GRANT INSERT (user) ON mysql. user TO 'user_name'@ 'host_
name'; , XPEHIRA PR BE AL MOAURT, T &4 GRANT &4 4 HAb A P &2 F
AR

(5) -secure —auth; AARFLEEHIE (pre-4.1) BBEHKF,

REEN wFAHEMESQLEANEEK L

[E&H#R)

BTSN —HEERRARNEERG, BABTRFFEEHFWIERER, —
BRBEHAREY, BERATUSHKEE P QSIS RED, JFEEa RRAF
FEFERRFER. BB TREMENES ABHEEFEE,

[EE 2]

AEF B S HEAFHS NS HTRAAR, ¥IEEMMET SQL FLEARR
BAPKSHES, REARSBEAEREAL, #5E SQLIFAKRMNIEEERKS
MER, REAREEAKSMEDERMEE S EETE, MEHEERTRIE, SR
AP, ERAERMERS S L@ EMANKF , 38R LGES X SQL 154 i 38k B
i SQL A,

[E% %)

(1) ANBRHEVIRNEBIREFRI%5 MY, K s -54 Fim,

2) FIARADMFHETAAERMIEEA H, AN http://www. ec. com/shop/
goods. php?id =9" | EEAHRME R, IR B ROHE BT BB EIS & 0 Fi 0.2 MySQL $04E
FE, ARG T HHANBIERIMEFRER, A S5 -55 FiR,

(3) #4i union #E#), % hitp://www. ec. com/shop/goods. php?id =9’ union select 1,
2,3,4,5,6,7,8,9,10, ZHFLAHINE 10 AFEAY union 21, RN E AR BT LIA
H B AR HR A M FBEY 10 4, I 5 - 56 iR,
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