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[root@ server7-1]# systemctl start vsftpd

[root@ server7-1]# systemctl enable vsftpd



[ root@server7- 1 ~]# systemctl start vsftpd

[ root@server7-1 ~]# systemctl enable vsftpd

Created symlink from /etc/systemd/system/multi- user. target.wants/v
sftpd. service to /us:/lib/systemd/system/vsftpd.service.
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selinux AN fR¥F.

1. BEE R SHR IR KBRS, WAV FIP fR%%, FHAKARER

[root@ server7-1]# firewall-cmd --permanent --add-service=ftp

[root@ server7-1]# firewall-cmd —reload

[ root@server7-1 ~]# firewall- cmd - - permanent -- add- service=ftp
success
[ root@server7-1 ~]# firewall- cmd - - reload
success
[ root@server7-1 ~]# firewall- cmd -- list- all
public (active)

target: default

icmp- block- inversion: no

interfaces: ens33

sources:

services: dhcpv6é- client ftp ssh

ports:

protocols:

masquerade: no

forward- ports:

source- ports:

icmp- blocks:

rich rules:

2. BFBKIEECE, FF)E b K B2 b AERS
it getsebool -a | grep ftp FATAT LLIE 2 selinux 225 1E T Fra 1Y ftp k55,
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[ root@server?-1 7] # getsebool -a|grep ftp
ftpd anon write -- > off

ftpd connect all unreserved --> off
ftpd connect db -- > off

ftpd full access -- > off
ftpd use cifs --= off
ftpd use fusefs --= off

ftpd use nfs --> off

ftpd use passive mode --> off

httpd can connect ftp --> off

httpd enable ftp server -- = off
tftp _anon write -- > off
tftp_home dir --= off

[ root@server?-1 7| # setsebool ftpd anon write
[ root@server?-1 7] # getsebool -a|grep ftp
ftpd anon write --:= on

ftpd connect _all unreserved -- > off
ftpd connect db -- > off

ftpd full access -- = off
ftpd use cifs --= off
ftpd use fusefs --= off

ftpd use nfs --> off

ftpd use passive mode -->= off

httpd can _connect ftp --3> off

httpd enable ftp server --> off
tftp_anon write -- > off

tftp home dir --= off

[ root@server?-1 7| # getenforce
Enforcing

[ root@server7-1 7| # setenforce O

[ root@server?-1 7| # getenforce
Permissive

[ root@server7-1 7| # |}

B E FTP [R5 52&VI RN R

on

[root@ server7-1]# setsebool -P ftpd_full _access=on

3. i KBS B e, R|EE)S vsftpd RS

[root@server7-1] systemctl restart vsftpd
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Password:

ftp> 1s -1

drwxr- xr- x
Ttp>» cd pub

ftp> s
ftp> 1s - la
drwxr- xr- x

drwxr- xr- x

ftp= |

230 Login successful.
Remote system type is UNIX.
Using binary mode to transfer Tiles.

2 0

226 Directory send OK.

20
30

226 Directory send OK,

@ VAN B

Password:

ftp> 1s - la

drwx------
drwxr- xr- x
- W-Ir--1r--
- W-I--r--
-TW-T--1r--

drwxr- xr- x

ftpz= |

3
3
1
1
1

4

230 Login successful.
Remote system type is UNIX.
Using binary mode to transfer fTiles,

1000
0

1000
1000
1000
1000

226 Directory send OK.

[ root@client?-2 7| # ftp 192.168.1.2
Connected to 192,168.1.2 (192.168,1.2),
220 (vsFTPd 3.0,2]
Name (192.168.1.2: root): ftp
331 Please specify the password.

0

Z50 Directory successTully changed.

0
0

[ root@client?-2 7| # ftp 192.168.1.2

Connected to 192,168,1.2 (192.168.1.2).
220 (vsFTPd 3.0.2]
Name ([192.168.1.2: root): dm
231 Please specify the password.

1000
0

1000
1000
1000
1000

227 Entering Passive Mode (192,168,1,2,179,87).
150 Here comes the directory listing.

& Jun 09 2021 pub

& Jun 09 2021

227 Entering Passive Mode (192,168,1,2,181,196).
150 Here comes the directory listing.
226 Directory send OK.

227 Entering Passive Mode (192,168,1,2,121,116).
150 Here comes the directory listing.

17 May 03 23:06 ..

78
16
13
193
231
39

Feb
Feb
Apr
Apr
Apr
Feb

227 Entering Passive Mode (192,168,1,2,242,120),
150 Here comes the directory listing.

23
23
01
01
01
23

08:52 |

09:00 .,
.bash_logout
.bash_profile
.bashrc
.mozilla

2020
2020
2020
08: b2



2. FIP Z P oM client7-2 EH KIMNESS: ftp: //192.168. 1.2, HITH
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Index of ftp://192.168.1.2/ - Mozilla Firefox
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@ fip://192.168.1.2 4

Index of ftp://192.168.1.2/

%> Up to higher level directory

Name Size Last Modified
pub 2021/6/9 GMT+8 4 12:00:00
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[root@ server7-1]# vim /etc/vsftpd/vsftpd.conf
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BRI &
¥ anonmous enable

@ anonymous_enable=YES Sk e -
= FCVFRE 44 H P U5 )
SV EE 4P '

@ local_enable=YES
R
@ write_enable=YES

@®anon _upload enable
oL 2 H S Ak

@®anon mkdir write enable=YES
FOVFBE 44 TP /o7 H 5%

A LA ® —_—
@ local umask=022 b an‘on_—n;nasl T T
UL feumaskll WE AL B SRR CERIAZ600)

#anon_upload_enable=YES 29 TR I R 24, soUrEE S A P AU
#tanon mkdir write enable=YES 33ATIERT I AH R, RUFE S H P8 H
MIGE )G vsftpd fR%

[root@ server7-1]# systemctl restart vsftpd

75~ TE vsftpd HIBRINE B3R /var/ftp/pub 1, EBSL—ANXEIMHF, X
4 R ftptest. txt

[root@ server7-1]#cd /var/ftp/pub

[root@ server7-1]# vim ftptest.txt

i\ ftp service

fwq TRAFIR H

A DA R SISO N 3, AHAN BRSSO A

t. B pub BHRHBR, fEHAMANEEFHR:

[root@ server7-1]# chmod 777 /var/ftp/pub/

[root@ server7-1]#1l -d /var/ftp/pub

[root@ server7-1]# chown ftp /var/ftp/pub/ %X & &I N FTP

[root@ server7-1]#1l -d /var/ftp/pub

drwxrwxrwx. 2 ftp root 22 6 2 20:34 /var/ftp/pub

J\~ ZPIFE FTP & P35 EHL client7-2 R windows MJEEANLH, 4T
REHE, BRBIRAREAT SR EAERITE, PARBIEFTH HRERIE.
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1. 78 FIP BN client7-2 3T ONRE ST H T4 0R

[ root@client?-2 7| # ftp 192.168.1.2
Connected to 192.18638.1.2 [192.168.1.2),
220 (vsFTPd 3,0,2)

Name (192.188.1.2:root): ftp

321 Please specify the password.
Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.
ftp> cd fvar/ftp

L50 Failed to change directory,

ftp> 11

YInvalid command

ftp> cd fvar/ftp/pub

R50 Failed to change directory.

ftp> 11

“Invalid command

ftp> mkdir rj

S50 Create directory operation failed.
Ttp> 1ls -1

150 Here comes the directory listing.

drwx rwxrwx 314 0
226 Directory send OK.
Ttp> cd pub

Z50 Directory successfully changed,
ftp> mkdir rj rx

257 "/pub/rj" created

ftp>

227 Entering Passive Mode (192,16%8,1,2,196,4),

70 May 04 07:47 pub

2. 7E windows YEAHLF, #HAT AR EAEM TR, URBIEFH B FRFNR

BAL#RLE.

EEE
EZll == = ==

« v 1 > Internet > 192.168.1.2 > pub

A

W =& »
ftptest.txt
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w
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