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[ root@client7-2 "] # firewall-cmd -- list-all
public {active)

target: default

icmp- block- inversion: no

interfaces: ens33

sources:

services: dhcpvt-client http https ssh

ports: 8088-8089/tcp

protocols:

masquerade: no

forward- ports:

source- ports:

icmp- blocks:

rich rules:

AT Lt — MR E R B TAE T30, firewall-emd &2 firewalld B KRG E

I[

1




PR E) cUl Can AT LD RRAS o

¥

#£3-6 firewall-cd g

1. RS2, FHLZ N server7-1 i & um S # T H

(1) & firewalld JRES 2 w0 H AT X 48

[ root@l92 7| # systemctl start firewalld
[ root@192 7| # firewall-cmd - - get- default- zone
public

(2) ) ens33 R 7E firewalld ARSI X 5

--—— -— -

[ root@l92 7| # firewall- cmd - - get- zone- of- interface=ens33
public

(3) 8 firewalld A% ens33 W-RAIERIN X BUE N external, FHAE RS EH )
JaHER AEE YT SR AT XA

[ root@client?-3 7| # systemctl start firewalld

[ root@client?-3 7] # firewall-cmd -- permanent -- zone=external -- change- interface=
ens33

The interface is under control of MetworkManager, setting zone to 'external',
SuUCcess

[ root@client?-3 7| # firewall-cmd -- get- zone- of- interface=ens33

external

[ root@client?-3 7| # firewall-cmd -- permanent -- get- zone- of- interface=ens33
external

[ rootBclient7-32 | #

(4) H firewalld 5 1924 1T BRI X 381% B N public.
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[root@RHEL7-1 ~]# firewall-cmd --set-default-zone=public
success
[root@RHEL7-1 ~]# firewall-cmd --get-default-zone
public
(5) Ja8/5<H] firewalld 7 K 45 ik 55 B N SOIRGUAR 30, BHIT— VI M 28 124 (i
PR A2 il R 25 4 I T D
[root@RHEL7-1 ~]# firewall-cmd --panic-on
success
[root@RHEL7-1 ~]# firewall-cmd --panic-off
Success
AERRAE: SCH] firewalld By KBS, e RE 4% il Ik 5534 e 118 f A e 2
(6) F public X325 FLVFIE K SSH Al HTTPS PRl &
[root@RHEL7-1 ~]# firewall-cmd --zone=public --query-service=ssh
yes
[root@RHEL7-1 ~]# firewall-cmd --zone=public --query-service=https
No
(7) 4 firewalld 45 Hi&=R HTTPS 1 http LAK ftp PRI & 13 B NKA R
VF, FELRIAERL
[root@RHEL7-1 ~]# firewall-cmd --zone=public --add-service=https
success
[root@RHEL7-1 ~]# firewall-cmd --permanent --zone=public --add-service=https
success

[root@RHEL7-1 ~]# firewall-cmd --zone=public --add-service=http
3



success
[root@RHEL7-1 ~]# firewall-cmd --permanent --zone=public --add-service=http
success
[root@RHEL7-1 ~]# firewall-cmd --zone=public --add-service=ftp
success
[root@RHEL7-1 ~]# firewall-cmd --permanent --zone=public --add-service=ftp
success
[root@RHEL7-1 ~]# firewall-cmd --reload
Success

(8) L firewalld k55 F1ii K HTTP KT E B E WK AIEL, FFEAZRIA L
[root@RHEL7-1 ~]# firewall-cmd --permanent --zone=public --remove-service=https
success
[root@RHEL7-1 ~]# firewall-cmd --reload
Success

(9) &8 firewalld IR 55 i K FTP B E W E /K ATELE, FHALRIZERL
[root@RHEL7-1 ~]# firewall-cmd --permanent --zone=public --remove-service=ftp
success
[root@RHEL7-1 ~]# firewall-cmd --reload
success

(10) ETE firewalld IR 451 17 8088 1 8089 i [ fIifit & S B BN U ¥F, 1H
IR 21T A= 2K
[root@RHEL7-1 ~]# firewall-cmd --zone=public --add-port=8088-8089/tcp

Success



[root@RHEL7-1 ~]firewall-cmd --permanent --zone=public --add-port=8088-
8089/tcp

[root@RHEL7-1 ~]# firewall-cmd --zone=public --list-ports

8088-8089/tcp

{§i F f 2 BB s SR kS firewalld FORC B 45 5

[ root@client7-2 "] # firewall-cmd -- list-all
public (active)

target: default

icmp- block- inversion: no

interfaces: ens33

sources:

services: dhcpvb- client http https ssh

ports: 8088-8089/tcp

protocols:

masquerade: no

forward- ports:

source- ports:

icmp- blocks:

rich rules:
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E& i N4 firewall-config B M.

“ Applications”>“Sundry” >“Firewall” f5 4, 1K 3-4 Fro~i) A 1H

Firewall Configuration — =]

File Options View Help
Configuration: | Runtime o ®

[ \

| Zones | Services

A walld zc@ defines the Level of trust for network connections, interfaces and source addresses bound to the zone. The
zone combines services, ports, protocols, masquerading, port/packet forwarding, icmp filters and rich rules. The zone can be
bound to interfaces and source addréises.

—
e @ 2 ® @ @ (D) by
| Services | Ports Masquerading | Port Forwarding | ICMP Filter | Rich Rules | Interfaces >
block
d Here you can define which services are trusted in the zone. Trusted services are accessible from
mz all hosts and networks that can reach the machine from connections, interfaces and sources bound

drop to this zone.

external Service

home amanda-client

internal bacula

EETE | - ..o .

trusted dhep a2

work dhcpv6

& dhcpv6-client
dns
ftp

Connected. @- Default Zone: public Lockdown: disabled Panic Mode: disabled

@ E#FIEITH (Runtime) R B7KA (Permanent) #MIACHE
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@3)firewall-config T H B ITIRES

Firewall Configuration - =]
File Options View Help
Configuration: | Runtime s ®
—
| Zones | Services
ey walld zc@ defines the level of trust for network connections, interfaces and source addresses bound to the zone. The
zone combines services, ports, protocols, masquerading, portfpacket forwarding, icmp filters and rich rules. The zone can be
bound to interfaces and source addrasses.
—
e ST ® @ ® D) S5y
| Services | Ports Masquerading | Port Forwarding | ICMP Filter | Rich Rules | Interfaces >
block
d Here you can define which services are trusted in the zone. Trusted services are accessible from
m= all hosts and networks that can reach the machine from connections, interfaces and sources bound
drop to this zone.
external o
Service
home amanda-client
internal bacula
EEEE - oo .
trusted dhep az
work dhepv6
" dhcpwG-client
dns
ftp
Connected. @- Default Zone: public Lockdown: disabled Panic Mode: disabled

(1) BT XA EKR http ARG M E R E N, EAR Y Er AR EARD
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Firewall Configuration — o >

File Options Wiew Help

~ Active Bindings Configuration: I

Connections Zones Services IPSets
ens33 (ens33)
Zone: external A firewalld zone defines the level of trust for network connections, interfaces and source addresses

bound to the zone. The zone combines services, ports, protocols, masquerading. port/packet forwarding.

wirbro (virbro
¢ » icmp filters and rich rules. The zone can be bound to interfaces and source addresses.

Default Zone: public

Interfaces bl Kk
loc < Services Ports Protocols Source Ports »
Sources dmz
o Here you can define which services are trusted in the zone. Trusted
e services are accessible from all hosts and networks that can reach the
external machine from connections, interfaces and sources bound to this zone.
home Service
internal -7

[ high-availability

B | o
trusted

& https
wark

] imap

I imaps

1 ipp

] ipp-client

[ ipsec

|| iscsi-target

kadmil
Change Zone [ min

Connection to firewalld established.
Default Zone: public Log Denied: off Panic Mode: disabled Automatic Helpers: system (on) Leckdown: disabled

(2) 0 — 2% B7 KA SR ], A8 H s AT 7 i) 8088~8089 i [ (TCP) 1]
e, R BB K AERL, LA B R G H E JE BT K S AR AR 240 B
1% IR 3-6 R B e, 17 ZAE Options S HH1 Hiih Reload Firewalld fir 4,
i E WP kb SRS L RIAE R, W 3-7 R . X G AE AT AT --reload 2
BRI —FE.

Port and Protocol

Please enter a port and protocol.

Port / Port Range: | 8o88-8o0&g| |

Protocol: tcp




Firewall Configuration

File

Options  View Help

Change Zones of Connections...

IPSets

e level of trust for network connections, interfaces and source addresses
ne combines services, ports, protocols, masquerading, port/packet forwarding,
The zone can be bound to interfaces and source addresses.

4 Services Ports Protocols Source Ports L4

Add additional ports or port ranges, which need to be accessible for all
hosts or networks that can connect to the machine.

Port Protocol
B8088-8089 tcp

Change Zone

Cont
Change Default Zone
ent
Zor Change Log Denied
wirl Configure Automatic Helper Assigment
Def
Panic Mode
Inter
Lockdown
Sou
Runtime To Permanent
"
external
home
internal
trusted
work
+

= [=

Add J | Edit | | Remove

Connection to firewalld established.
Default Zone: public Log Denied: off Panic Mode: disabled Automatic Helpers: system (on) Lockdown: disabled



