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[root@www ~]# yum search ssl

root@localhost:~

EER(V) BEGS) ZiRT FBEH)
~|# yum

Updating S ription Manag

Unable -

You can us

== I Al B OMLED:
SSL support for
IBM OanSSL PF
openssl-perl
perl-Net-SSLeay

g Prrl 11brar" for transparent SSL

-SSL.noarch : Perl library for sparent SSL

. 5 ne fnr with OpenSSL
uprnssl p L1686 @ A s e D with OpenSsL
openssl-p h_ 64 J gine for with OpenSSL

erl-Crypt- OprnSSL R i : i ace to OpenSSL for RSA

apr-util-openssl.x 64 : APR utlllt" Ilbrar" OpenSSL crypto support
apr-util-openssl.i686 : APR utility library OpenSSL crypto support
apr-util-openssl. _64 : APR utility library OpenSSL crypto support
compat-openssl10.1686 : Compatibility wversion of the OpenSSL library
compat-openssl10.x86_64 : Compatibility version of the OpenSSL library

subscription-

mod_ssl.x86_64 : SSL/TLS module for the Apache HTTP Server
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[root@www ~]# yum -y install mod_ssl.x86_64



root(@localhost:~
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2.4.37-10. module+el8+2764+T7
-1:2.4.37-10.module+el8+2764+T

T mo s1-1:2.4.37-10.module+el8+2764+T7
Installed products updated.

2.4.37-10.module+el8+2764+7127eb69%e. x86_64
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oot@localhost ~]#

[root@www ~]# cd /etc/httpd/

[root@www httpd]# Is

conf conf.d conf.modules.d logs modules run state
[root@www httpd]# cd conf.d/

[root@www conf.d]# Is

autoindex.conf httpd-vhosts.conf README ssl.conf

userdir.conf welcome.conf

httpd]# 1s

httpd]# cd conf.d/

conf.d]# 1s
httpd-vhosts.conf README ssl.conf wuserdir.conf welcome.conf
conf.d]# wvim ssl.conf I CSDN

2.9 ssl () HCE S

[root@www conf.d]# vim ssl.conf



<VirtualHost *:443>

# General setup for the virtual host, inherited from global
configuration

DocumentRoot "/home/www" <M T1HE H 5>

ServerName www.examplel.com <FHLA4>

root@localhost:/etc/httpd/conf.d

SHE(F) IRIE(E) BE(V) BE(S) LT EBHH)

LCryptoDevice
SS5LCryptoDevice ubsec
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= %
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<VirtualHost

# General setup for the wvirtual host, inherited from gl
DocumentRoot
ServerName www.examplel.com:443

host; note that LoglLevel
ErrorLog lo

TransferLog
LogLevel

3.J5 3 httpd fIR%%

[root@localhost ~]# systemctl restart httpd
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[root@localhost ~# firefox & </ GisfT KPP % 28>
#i\: httpd://www.examplel.com

g (Advanced), BN N 22 42451 41 (Add Exceptions o ),



MR % 2154 (Confirm Security Exception)

Insecure Connection - Mozilla Firefox x

£\ Insecure Connection x |+

¢ @ @ https://www.examplel.com o @ I @ =

/ Your connection is not secure

The owner of www.examplel.com has configured their website improperly. To protect your information from being
stolen, Firefox has not connected to this website.

Learn more

Report errors like this to help Mozilla identify and block malicious sites

www.examplel.com uses an invalid security certificate.

The certificate is not trusted because the issuer certificate is unknown.
The server might not be sending the appropriate intermediate certificates.
An additional root certificate may need to be imported.

The certificate is only valid for localhost.localdemain

Error code:

i.dd Exception.

&z © Firefox ~ Efmol : 41
Insecure Connection - Mozilla Firefox x
[ lEere et | +
“)> ¢ @ | ® nttps:/iwww.examplel.com O n @ =
Add Security Exception x

" You are about to override how Firefox identifies this site.

!
=\ Legitimate banks, stores, and other public sites will not ask you to do this.
Server

Location: | https:/fwww.examplel.com’ Get Certificate

Certificate Status
This site attempts to identify itself with invalid information. View..

Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to impersonate this site.
Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted authority using a secure signature

~/Permanently store this exception

Confirm Security Exception Cancel

—————

Error code: SEC_ERROR_UNKNOWN_ISSUER

Add Exception... ool @l
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The Web's DocumentRoot Test
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