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b B2 BB SEEApachefk % ar

2.5 {554 HitENIRE
> 7. BHxRE

» (1) REXIINERE.

» <Directory/>

> Options FollowSymLinks
>
>

AllowOverride None

BERTEFPORS RS, BsEETMNIELR-4
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\ b MB2: EE5EHEApachers5er
13.5 1554 EftEihigE

» 7. BRIEE
Cal s RIFEHFEXNRE. HiHEME
> (1) REFBRINEE. indexes | o TS I RY, 2B H 3

o] F i B EE

3 11 3% A Directorylndex & £ #&
B RBR

ATFRABHEHNSENRE

<Directory/> Multiviews

Options FollowSymLinks X FFBRMultiviews X SMIET B &, 1R KH OptionsiZal,
Al BRI\ HAIl

ExecCGl RFEIZ B X THITCGIHA

>
>
> AllowQOverride None
B o B XPERFSEE, MiapREME %

< / Directory> :
FollowSysmLinks

AFREHFRFEASS (REFER) HAR

Includes

B %ﬁi@ﬂﬁ%ﬁ%ﬁﬂ“ﬁﬁﬁﬁSSI (fRF{ES) KA, EEILHFTCG

IncludesNoExec

SymLinkslfOwner

Match BXXHSE5BRXBTR—HFRXFHTSH#E



:.‘ B2 EEELEEEApacheflk%E e

7. BHRXRE
(2) XHEEXRAIAMRE,
<Directory "/var/www/html">

_ _ <Directory '
Options Indexes FollowSymLinks Allowlverride None

AllowOverride None : e
Require all granted
Order a”OW, deny - ,:"I.Di rectory>

Allow from all . i
¥ Further relax access to the default document root:
</Directory> <Directory "/var/www/html"=>

[512-10] AUFFERELEEE (%iiF/EIE%) :

Options Indexes FollowSymLinks
Order allow, deny

AllowOverride None
Allow from all Order allow ,deny
Allow from all
I Require all granted
</Directory=

vV V.V V. vV vV vV v v Vv Y
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E2: BB S5EEApachefk %

[%12-11] 4E48IPHbI 4192.168.100.100F13k B bad.comizBi i % Fim el .
HAhZ Pimdl o] WIEE A0

Order deny,allow
Deny from 192.168.100.100 §

# Relax access to content within /var/www.
Deny from .bad.com # S
<Directory ':“cme:mwm'?
AllowOverride Nc
# Allow oper
Require all grdntcd
</Directory=>

root@localhost:~

MEE(F) 4RIB(E) BEBR(V) EE(S) £ #HB(H)

# Further relax access to the default document roo

<Directory "/var/www/html">
#
Options Indexes FollowSymLinks

ﬁllowuverrldel

Order deny,allo

Deny from 192. lhw 80.1

Deny from .bad.coml

Require all granted
</Directory=

L
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>
>
>
>

[$12-12] {X5215192.168.0.0/24MERBY 2 FPimiAin), {BHA1192.168.0.100&EHE],
Order allow,deny
root@localhost:~

Allow from 192.168.0.0/24
STHEHF) 4REB(E) BE(V) HEE(S) Lu(M)  EBH)
Deny from 192.168.0.100 :

! Relax access to content within /var/www.

<=Directory '
AllowOverride MNone
# Allc

Require all
</Directory=

# Further relax access to the default document root:
<Directory "/var/www/html"=>

#

Options Indexes FollowSymLinks

AllowOverride None

Order allow, deny

Allow from 192.168.0.0/24

Deny from 192.168.0.100

Require all granted
</Directory=




:.‘ B2 BLE S5 ETEApachefk &=

[512-13] B& T www.test.comBIFENL, RFEMTE A E)ApachefRE =%,

>
» Order allow,deny
root@localhost:~
>
>

SUEF) HEEE) BE(V) BEGS) &M EBH)

Allow from all

Deny from www.test.com Relax access to content within /var/www.

iy

#

<Directory '
AllowOverride N

Require all granted
</Directory=>

# Further relax access to the default document root:
<Directory " /var/www/html">

£

Options Indexes FollowSymLinks

AllowOverride None

Order allow,deny

Allow from all

Deny from@www.test.com

Require all granted
</Directory=>



http://www.test.com/
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[12-14] R 721510.0.0.0/8M XA EH A I RS ==
Order deny,allow
Deny from all

Allow from 10.0.0.0/255.255.0.0

root@localhost:~

XHE(F) RIBE) BEV) EE(S) KRBT EEH)
<Files "/var/www/html/f1.txt"> # Relax access to content within /var/www.
Order allow, deny j‘T_-'-II]'ir'r:-.{t::n ry "/home/www">
_ AllowOverride None
Allow from all </Files> P I T
Require all granted
</Directory=

# Further relax access to the default document root:
<Directory "/var/www/html"=

|

Options Indexes FollowSymLinks

AllowOverride None
Order allow,deny
Deny from all

Require all granted
</Directory=
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[12-17] fRi%ApachefR55a5IPHEE4192.168.10.1, N FELIZEE T8088F18089F N A im0 SHIEI T,
ERARMNENENI AT EHXAR, BRAXENRNELARE, MEEE?

@ 433l €IE /var/www/8088F1/var/www/8089F 4> % H 3R FIBRIA 5.
[root@RHEL7-1 ~]# mkdir /var/www/8088 /var/www/8089
[root@RHEL7-1 ~]J# echo "8088 port's web.">/var/www/8088/index.html
[root@RHEL7-1 ~]# echo "8089 port‘s web.">/var/www/8089/index.html
@ &/ etc/httpd/conf/httpd.confX . ZXXHRIERARTINT -
» Listen 8088

Listen 8089

<Directory "/var/www" >

>

>

> AllowOverride None
> Require all granted
>

</Directory>
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[15]2-17)] {RiZ%ApachefR%&-8&IPHIHE4192.168.10.1, IEEAIZEE T8088F
8089 N A s A SHEM TN, ERARNEMENIRBEBRAER, BRIA
XHENAFBAE, MEAEE?

@ f&H/etc/httpd/conf.d/vhost.confX {4, ZXHHRBMT (FERXRAFBER) :
<Virtualhost 192.168.10.1:8088>
DocumentRoot /var/www/8088
</Virtualhost>
<Virtualhost 192.168.10.1:8089>
DocumentRoot /var/www/8089

</Virtualhost>

@ AR KEEF A PFSELinux, ERBhttpdfRS . AREER SA#Clientl Bz,
RERKELRE] mMEL13-11F7R.

® L&, X R Afirewallff K 3%48 M Z|8088F18089uk O JR A A J& T Apache
RERIZBENHRR, BREDUhttpd REEFNBXEWFERT , FrIABXiE
S35 A Apache BR &5 FX W 4N A .

Unable to connect

w08 44 & O =




P IEH2: BES BB Apachefr %528
[root@RHEL7-1 ~]# firewall-cmd --list-all

public (active) - <HE>

>
>
»  services: ssh dhcpv6-client samba dns http
>

ports:
P e <B&>
» [root@RHEL7-1 ~]#firewall-cmd --zone=public --add-port=8088/tcp
» success
» [root@RHEL7-1 ~]# firewall-cmmd --permanent --zone=public --add-port=8089/tcp
» [root@RHEL7-1 ~]# firewall-cmmd --permanent --zone=public --add-port=8088/tcp
» [root@RHEL7-1 ~]# firewall-cmd - -reload
» [root@RHEL7-1 ~]# firewall-cmd --list-all
» public (active)

v

»  services: ssh dhcpv6-client samba dns http

»  ports: 8089/tcp 8088/tcp



:1 B2 EEELEEEApacheflk%E e

2.5.3 T3 ETimHSHEMEYVIRECE

» [#2-17] {RiZApachefR&E2EIPHIHE5192.168.10.1. I EZE 6 E F8088F18089
MM ERASHEMEY, ERFARANEMEVNNNEERAR, IAXENRNED
AE, WNEERE?

> ® B XTEClientl EMK, &R WME9-12077R.

Mozilla Firefox - u ] x Mozilla Firefox - O »
http://192.168.10.1:8088/ x | + http://192.168.10.1:8089/ x | +
&  ()]192.168.10.1 » = € () 192.168.10.1 » =

8088 port's web. 8089 port’'s web.
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£%58: CIE—"PHPHIZIZSTIE, BRPHPIEREIAIE,
1.EHEFXPHPHRHFEH TR

[root@www ~]J# yum search php

php.x86_64 : PHP scripting language for creating dynamic web sites, - —-— — -

[root@www ~]J# yum -y install php

RE(F) GWME(E) EE(V) MBE(S) ZI(T) MEH(H)
2.5 — "PHPRIZS T H N
[root@www ~]#vim /home/www/index.php ]
<?php
phpinfo();
7>

T

" fhome/www/index. php" 4L, 24cC



b E2: BB S5EEApachefk %

3.45 5 /etc/httpd/conf/httpd.conf A EHE X4 ({£2X119. 124F0
164s=17) WMTHE.

11947: =F HFDocumentRooti& }/home/www

124%7: ¥ FE HF S <Directory “/home/www">

16417: IBERIAE TiDirectorylndex index.html E X A
Directorylndex index. php

L LS i s AR LNTIT R I..nl_:.l L - | = = ILlILJLJ L | - LEATARATT AT Ll L '\-\.I_LI'\\_I-\_LUI_:.I
117 # symbolic links and allaJeJ may be used to point to other locations.
118 #

119 DocumentRoot " /home/www"

120

121 #

122 # Relax access to content within /jvar/www,
122 #

124 <Directory "/home/www" >

125 AllowOverride None

126 # Allow open access:

127 Require all granted

122 </Directory:>

162 #

162 <IfTModule dir modulel-

164 DirectoryIndex index. php
165 «/IfModule:

166

17 #

16



¥ INH2:. BB S5SEEApachefREa:

4. B httpdﬂﬁ%
[root@localhost ~]# systemctl restart httpd

5. I ESElinux A £ iF R
Setenforce 0

6.5 KIEE B EHTTPEMUR LT
7.3 55

LAt S HBEE.

[root@ 92 7] # ifconfig
ens33: fTlags=1163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 192,168,58,165 netmask 255.255,255.0 broadcast 192,168,58, 255
inett fe20::b9bc: 46be: e31d: dd38 prefixlen 64 scopeid OxZ20<link>
ether 00:0c: 29:32: c1: 32  txqueuelen 1000 (Ethernet)
RX packets 111690 bytes 161770481 (154.2 MiB)
RX errors 0 dropped 0 overruns O frame O
TX packets 26604 bytes 2370867 (2.2 MiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions O
lo: flags='2<UP, LOOPBACK, RUNNING> mtu 65536
inet 127.0.0,1 netmask 255.0.0.0
ineté ::1 prefixlen 128 scopeid Ox10<host>
loop txqueuelen 1000 {Local Loopback)
RX packets 214 bytes 111799 (109.1 KiB)
RX errors 0 dropped 0 overruns 0 frame 0O
TX packets 214 bytes 111799 (109,1 KiB)
TX errors 0 dropped O overruns 0 carrier 0 collisions O
flags=4099<UP, BROADCAST, MULTICAST> mtu 1500
inet 192,168,122,1 netmask 255,255,.255,0 broadcast 192,168,122, 255
ether 52:54:00;: a9:86:13  txqueuelen 1000 (Ethernet)
RX packets 0 bytes 0 (0.0 B)
RX errors 0 dropped 0 overruns O frame O
TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped 0O overruns 0

virbrO:

carrier 0 collisions O

phpinfo() x |+

<« c @ @ 192.168.58.165

PHP Version 5.4.16

php

System

Linux 192.16%,58.165 3.10.0-1160.27.x86_E4 #1 SMP Mon Oct 19 161859
UTC 2020 =B86_64

Build Date

Apr 1 2020 040816

Server API

Apache 2.0 Handler

Virtual Directory Support

dizabled

Configuration File
{php.ini} Path

fete

Loaded Configuration File

{etc/ php ini

Scan this dir for
additional .ini files

fetc/php.d

Additional .ini files
parsed

{ete/ php.dfcurlini, fetc/php.dffileinfo.ini, /etc/php.dfjson.ini, Jfetc/php.d
{phar.ini, fete/php.dfzip.ini

PHP API

20100412

PHP Extension

20100525

Zend Extension

220100525

Zend Extension Build

APTZ20100525,MTS

PHP Extension Build

API20100525 .MTS

Debug Build

no

Thread Safety

disabled

Zend Signal Handling

dizabled

Zend Memory Manager

enabled

Zend Multibyte Support

dizabled

IP¥6 Support

enabled

DTrace Support

dizabled

Registered PHP Streams

https, ftps, compress.zlb, compress bzip2, php, file, glob, data, http, ftp,
phar, zip

Registered Stream Socket
Transports

tep, udp, unix, udg, ssl, sshe3, He
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