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mE2: BiiB5EEApachefRkFEar

2.1 WebiRSZHIHLA
1.WebBRE @i/

>

>

WWW  (World Wide Web) BRFEMRNHEFZEHEEBEN—IRA, ik, Www
RS2 EA—RIFRENEZERD, eEMAFEN. ASEAXMUIERED,

WWW2EInternet =% Z2  BHI—F{E EIRS A . WWWRBNZE F/ARSE4EM, BIEA
BESMWWWTIER, FyEFmiPddriask, IERENEERRBEN s Z AL,

WebfR518E o] A AR FFSWebfRSS a7 SWebfR S,

2. HTTP

HTTP (Hypertext Transfer Protocol, #EMAMERINN) RILARE L2 BrIERFREERMNE E
H—1EEEKERD. MApache, IISHRSZEEEHTTPHMYAIARS RIS, RiEKAInternet
ExplorerfMozillafdFirefoxUE2HTTPIMYAIZE FPimsCil,
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P HE2: BES5EEApachelBE %

2. HTTP

» (2) imO

> HTTPIEKHIBIAim A 280, B2t o IdEEEE MWeblREs{FHR B —Miw O (kb
N8080) . XFBEILE—BREFZF LIBEITTZ MWebfRE s, B PREZHFLITAER
mH. ERZEFR, homHE2808AkSEss, HTEBNARE, ITUANEEE g
05, WRiFEE—RESIEES080im O, BAwmAOSHAREESR, ©HIARAR
FLAAY T

» http://www.smile.com:8080/
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2.2 1151 w&%. Bai5E1lLApachelRS
2.2.1 51 LI ApachetdxiK i+
» [root@RHEL7-1 ~]# rpm -g httpd

root@RHEL7-1 ~]# yum install httpd -y

vV v v v v Vv

root@RHEL7-1 ~]# rom —qgalgrep httpd //¥5
B EH B, E1EApachefREHNHFLMT:
» [root@RHEL7-1 ~]# systemctl start/restart/stop

root@RHEL7-1 ~]# mkdir /iso
root@RHEL7-1 ~]# mount /dev/cdrom /iso
root@RHEL7-1 ~]# yum clean all /%2

rOOt@RHEL7-1 ~]# yum install firefox —y /%R

httpd



P B2 BEL5EEApachelREE
2.2 181 &%, Bal5E1EApachefRS

>

v

vV V.V V. vV vV vV v v v v

2.2.2 F1EE2 B KIEM LT, FIRESELinuxA RiF

(1) FERABAEGS, BiThttplRS .
[root@RHEL7-1 ~]# firewall-cmd - -list-all
[root@RHEL7-1 ~]# firewall-cmd --permanent --add-service=http
success
[root@RHEL7-1 ~]# firewall-cmd --reload
success
[root@RHEL7-1 ~]# firewall-cmd - -list-all
public (active)

target: default

icmp-block-inversion: no

interfaces: ens33

sources:

services: ssh dhcpv6-client samba dns http

v

vV v . v v Vv

(2) E|RYETHYSELinux{E A 2 iF,

JEE ] IABREnforcing. PermissiveE &
1. 0,

[root@RHEL7-1 ~]# getenforce
enforcing

[root@RHEL7-1 ~]# setenforce 0
[root@RHEL7-1 ~]# getenforce

Permissive




-
2.2 551 =i,

2.2.3 F{EE3 MikhttpdiREFEE

» [root@RHEL7-1 ~]# systemctl start httpd
» [root@RHEL7-1 ~]

» [root@RHEL7-1 ~]

/

=a15E1EApacheRS

B2 BB S EEApachefk %

R

Test Page for the Apache HTTP Server on Red Hat Enterprise Linux -

Test Page for the Apache.. % | +

# systemctl enable httpd
# firefox http://127.0.0.1

@ 127.0.0.1

Mozilla Firefox =

Search

Red Hat Enterprise Linux Test Page

This page is used to test the proper operation of the Apache HTTP server after it has been installed. If you can read this page, it means that

the Apache HTTP server installed at this site is working properly.

If you are a member of the general public:

The fact that you are seeing this page indicates that the website
you just visited is either experiencing problems, or is undergoing
routine maintenance.

If you would like to let the administrators of this website know that
you've seen this page instead of the page you expected, you
should send them e-mail. In general, mail sent to the name
"webmaster" and directed to the website's domain should reach
the appropriate person.

For example, if you experienced problems while visiting
www.example.com, you should send e-mail to
"webmaster@example.com".

For information on Red Hat Enterprise Linux, please visit the Red
Hat, Inc. website. The documentation for Red Hat Enterprise Linux
is available on the Red Hat, Inc. website.

If you are the website administrator:

You may now add content to the directory /var/wwa/htmi/. Note that
until you do so, people visiting your website will see this page, and
not your content. To prevent this page from ever being used,
follow the instructions in the file setc/httpd/conf.d/welcome. cont.

You are free to use the image below on web sites powered by the
Apache HTTP Server:

wered by 2.4
- APACH




\ b 2. BiB5EEApachefk&Ea8

2.3 {552 IANiRApachefRSS 2B E {4

» Ohttpd.confXXHEARX D ANE, FEIZXH
B # TR BT A E RS T .

> QR TIEBRMBITIN, RESFIEHMAIT
INARTENIIBEIIES. ESX DA

KA Fshell 985 LA AHTMLERIC . BB S i B R

> ORELSIIEEANWESHENR SHE .

AHTMLERIC RSB RGN AN T BR&HEX /etc/httpd
2 S = FEE X /etc/httpd/conf/httpd.conf
»  Options FollowSymLinks

» AllowOverride None M 3k £ R B 5 /var/www/html
» </Directory>

Wi AE /var/log/httpd/access_log

HIRAE /var/log/httpd/error_log



\ b 2. BiB5EEApachefk&Ea8

2.3 {F552 IANiRApachefRSS 2B E 14
(O DocumentRootZ % FH T+ 1 S w2 1 £r
17842, HSE BRI E 2 3 Wk B s A7 i 2|

e EREES
Ivariwww/htm| B 55 110 23 1 Xk 3 3 1) B 0T : e w2
B RUBHE
H % #A&index.html. R 4 1
@I AT L i Avarwww/html F 3 5 A — 32 E{TRRSH A4
PR, B Hdnttpd 25 FE R BRI U, %8R0 Wﬁﬁﬁ%%ﬁ@ﬁ%ﬁ
. N - DocumentRoot XHEAR B E (M3GEEE H %)
JR— \ | DocumentRoot
Z:_\LEIJ/EIE)(& (EZIK*J_LJ:{IJ\IH-I’EE> o Mﬁﬁ%ﬁ*&ﬁ%%*ﬂﬁa
[root@RHEL7-1 ~J# echo "Welcome To IR IPHEHE 5 O =
MyWeb" > jvar/www/html/index.html BIAHRSI ARE
[roOt@RHEL7-1 ~J# firefox http://127.0.0.1 HRASXMF
iiE) B S
M BRI, BRIAH3007%)

o
%
i
%
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> B~ MR XEHIHENE
m, mahEZIEATIE, AP
—E & SELinuxfy o), 157
st S 171z f7setenforce 0

JEBMIR

Test Page for t...

()] 127.0.0.1

Mozilla Firefox

x | http://127.0.0.1/ X

Welcome To MyWeb

o

b4

+
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>

{£553 H#ligkEApachelRS338CHl
1. B XHER B R TR SCB

[512-1] BRIAGERT, Wby A4HR B FREE /var/www/htmlf a1 RABIERIZ MG AL AR B R85 h
/home/wwwroot, FFBR& TIXHE B Amyweb.html, BB ATZIN{ETHR{EVR?
(1) 447

> XHEREXE—TRABENRE, —Mki, Wil ENARESRFEXEIREXT. ERANEET, BRTI1ICSH

vV v v Vv v

BB IEEL N B BIEREMNX B FFIE ., MITH MG 2~ nEmBIZMs i E T (F0) » B
ZEHDirectoryindexF R EX . TERINMERT, ApachefIEBIAE TR IR Aindexhtml, XAt o] MIRIESIFRIE
MHITEN
(2) BRITE
@) ZERHEL7-1_EA& B A4 AR TE B & A/home/www,  FEEIEE TT X fFmyweb.html.,
[root@RHEL7-1 ~]# mkdir /home/www
[root@RHEL7-1 ~]#echo "The Web's DocumentRoot Test " > /home/www/myweb.htm|
(@ fERHEL7-1E, #TFhttpd RETBEFHFEEH, BAFL19THTFEXMILEIRRFHRENSEH

DocumentRootf& B A/home/www, EIRIEFERFAE 12477 AT EX B ZNRIS EDirectory/ EEHIERZ I
A/home/www, &5 1647 74& 2 A Directorylndex myweb.html index-html, BeE X E N TEEI TR EFEFRE .



vV V. ¥V v vV vV v vV v v v

v

BB 55 Apache R %28

[root@RHEL7-1 ~J# vim /etc/httpd/conf/httpd.conf

.................. BRI BEER.
119 DocumentRoot "/home/www"

120

121 #

122 # Relax access to content within /var/www.
123 #

124 <Directory "/home/www" >

125  AllowOverride None

126  # Allow open access:

127  Require all granted

128 </Directory>

.................. BB OBEER
163 <IfModule dir_module>

164 Directorylndex index.html myweb.html
165 </IfModule>

.................. BEEEB D BHER



b ¢ B2 BLE S EEApachefk&E=r

> Q) LK AThitpARSS, EBhttpdAR S .

» [root@RHEL7-1 ~]# firewall-cmd --permanent --add-service=http
» [root@RHEL7-1 ~J# firewall-cmd --reload

» [root@RHEL7-1 ~]J# firewall-cmd --list-all

» @ ZEClientLif%t (RHEL7-1F1ClientlZE2VMnetliERE, FIFEHEEE) WE13-6Ff
7INo : .

_ _ 403 Forbidden - Mozilla Firefox - (] x
» [root@clientl ~]# firefox http://192.168.10.1 P N
€ ©|192168.10.1 » =
Forbidden

You don't have permission to access /index.html
on this server.




P HE2 BES BB Apacher 588

> @ ﬁ&ﬁ%:ﬁﬂgﬂ%o | Mozilla Firefox - 0 x |
» [root@RHEL7-1 ~]# getenforce http://192.1... 1/index.html % | +

= Enforcing €& (D] 192.168.10.1 v » =
» [root@RHEL7-1 ~]# setenforce 0 The Web's DocumentRoot Test

» [root@RHEL7-1 ~]# getenforce

» Permissive

> #Clientl EHBN, 2N E113- 7R 7.

» [root@clientl ~J# firefox http://192.168.10.1




P HE2 BES BB Apachefr %555
. AR T AE D154

> [$12-2] #IPHIE25192.168.10.10ApachefkS5=r, ARFHHNlong A RENAEIZ(E, ZHFRY
XK H 3% A/home/long, DAETI= B Fr7ERY H 3 Apublic_html,
@ EHAFPHREXNR, EHMHAFETERMNMITHER.
[root@RHEL7-1 ~]# useradd long

[root@RHEL7-1 ~]# passwd long

[root@RHEL7-1 ~]# chmod 705 /home/long
@ BIBEBAFRTAEHZ=EHNEX.

[root@RHEL7-1 ~]# mkdir /home/long/public_html
@ BIBNAE = B HBIAE T

[root@RHEL7-1 ~]# cd /home/long/public_html

[root@RHEL7-1 public_html]# echo "this is long's web, ">>index.html
@ ZEnttpd RS FH BN AHA A E TR,

[root@RHEL7-1 ~]# vim /etc/httpd/conf.d/userdir.conf

17 # UserDir disabled

24 UserDir public_html

vV V.V vV V.V vV vV vV vV v v v
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vV Vv v v v YvY

2.4 11553 ERhixEApachefzs5=5Ll

2 . AP P AETIEEA
B SELnuxiZ & A RF, LB AR ThttpdBRSS, E BhttpdhRS .

[root@RHEL7-1 ~]# setenforce O

[root@RHEL7-1 ~]# firewall-cmd --permanent --add-service=http

root@RHEL7-1 ~]# firewall-cmd --reload

[root@RHEL7-1 ~]# firewall-cmd --list-allt

root@RHEL7-1 ~]# systemctl restart httpd

® AR PimaI X mes R Ahttp://192.168.10.1/~long, BEIENA S (8 B9 RNE 13- 7FF 7R o

Morilla Firefox =

I|:I|: il Lf -.-::"nr_|." I opn e I:'-||-:;-' x

&= G 192.168.10.1 3

this is long's weh,

&

-

3
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2.4 553 EMiREApacheR5SEES

2 . AR ANFETISEA

C{5)

p BX MBSTUTGHSBEER MmN, EREXSER? X—iRFHE

» [root@RHEL7-1 www]# setenforce 1

» [root@RHEL7-1 www]# setsebool -P httpd_enable_homedirs=on

» {5 F FHsetsebool g K& SELINUX R

R,

ALK A S 30 B S B AR

H

7~

b F-P&

£,

1HE RS BISELInuX 5

CH
aft
B
A
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>

vV V.V vV VvV vV vV vV v v v v

T

3. EEHA B 556
[512-3] 7EIPHB3E4192.168.10.189ApachefkFaeH, EIER A/tes/NEIME X, ENNHNYIERZE
Mvirdir/, FEZ Pl .
@ SIEWE B F/virdir/ [root@RHEL7-1 ~]# mkdir -p /virdir/
@ eI EH B XPRRIAE I X
[root@RHEL7-1 ~]# cd /virdir/
[root@RHEL7-1 virdir]# echo "This is Virtual Directory sample, ">>index.html
@ EBRIASCH IR, (EE M- BB EMMITR.
[root@RHEL7-1 virdir]# chmod 705 index.nhtml 23 [root@RHEL7-1 ~]# chmod 705 /virdir -R
@ &3/ etc/httpd/conf/httpd.conf3CfE, RN EEA:
Alias /test "/virdir"
<Directory "/virdir">
AllowOverride None
Require all granted

</Directory>



Y.

P mE2 BEESY dApachefk %555
> [12-3] 7EIPHBYE 51921681018 ApachefRE 8, BIRE h/tesV BB R, EXRNYIEREZR
Mvirdir/, FER Pl .
® SELnuxi& B A A VF, iLFKEHIThttpdBRS, EREhttpdfRS .
[root@RHEL7-1 ~]# setenforce O
root@RHEL7-1 ~]# firewall-cmd --permanent --add-service=http
root@RHEL7-1 ~]# firewall-cmd --reload
root@RHEL7-1 ~]# firewall-cmd --list-allt

» [root@RHEL7-1 ~]# systemctl restart httpd
OEF FPimClientl AN 2. “http://192.168.10.1/test’ 5, BEIFI LB FKAH R R INE 13-9FF 7=

e

vV v v v Vv

Mozilla Firefox - (m) b4

http://192.168.10.1/testf x | +

& (i) 192.168.10.1 »

This is Virtual Directory sample,
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2.5 {1554 HBENIRE
1. REFXIXE (ServerRoot)
[512-4] & E R BH X A/usr/local/httpd, ServerRoot "/usr/local/httpd”

>

>

vV vV vV vV vV vV v VY

2 . B E

i Apacheflr 5585

TimeoutF B A TR B MAIXEUEN VBN RE. AN EREALEY . MREBIRENN EE PimhAT EAERE
LRRSSRR, T RABTZA0IE . BN A120%), A UAREIMERE T AE R

Timeout 300

[f12-5] & & AT AT E 43008,
3.2 P ik $ AU PR
[Bi2-6] REE FimiEiEEA500.
<IfModule prefork.c>
StartServers 3
MinSpareServers 5
MaxSpareServers 20
ServerLimit 500
MaxClients 500
MaxRequestSPerChild 4000
</IfModule>
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4 R EETE QBRI
[F12-7] & BETERAKE-mailli it Hroot@smile.com,
ServerAdmin  root@smile.com

>
>
> 5. ZEEFHHIR
>
>

[#12-8] HERSFIEVNBIREKAS,
ServerName  www.example.com:80
6. MTIlmEE
> [$12-9] RERRSEAIBIAGRAD AHGB2312,
» AddDefaultCharset GB2312



mailto:root@smile.com
http://www.example.com/

&P LT

£51: RFPERIKEXHER BH FZMH TG SLHI,

BONERT, MuGiSCR44R B FREE /var/www/htmld a1 RABIL{RIF M 3E SCRYEYAR B FIE XA
/home/wwwroot, 3t B3 E T1 X2 hmyweb.html,

£52: RIPEKRIKEHP DA ETTSHI:

ZEIPHEAE 5192.168.10.1A9Apache R =8, ARG HMlong AP EENAERZE,. ZHAFHNXRHE
3x A/home/long, PN AFETIZ [B]FTERY B 3% Apublic_html,

£%3: SIZEHNB XX

7eIPHuiE25192.168.10.189ApachefRF=aH, BIE R A/test/ NREHIB X, EXNMIEREE
/virdir/, FER il

£54: HttEME

®iREXIXE (ServerRoot) : % B4R B 3% 4/usr/local/httpd,

OB IXE: ®E@AITA(E) A300%), Timeout 300

O X FimEEHIRT, RERFPimiEREEN500,

@15 EEIE R HYE-mailtbit Hroot@smile.com,

ServerAdmin  root@smile.com

O L ERSHIVIMNBIRLim S,

ServerName  www.example.com:80

O N I1RILEE . RERS=AIBIAGIE AGB2312,

AddDefaultCharset GB2312
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